
Configuring LDAP authentication using simple or regular binding
Beginning with FortiOS v3.0 MR4, both regular and simple (sAMAccountName) binding is 
supported. Prior to FortiOS 3.00 MR6, configuration of regular binding had to be done in the 
CLI only. Regular binding can now be configured in both the web-based manager GUI and the 
CLI.

When simple binding is used, a user can be authenticated by Full name, Display name, or User 
logon name.

Active Directory configuration

 



Configuring LDAP authentication using FortiOS web-based manager

Configuring LDAP authentication using CLI

config user ldap
    edit "ldapuser1"
        set server "10.151.0.35"
        set cnid "cn"
        set dn "ou=Vancouver,dc=get,dc=local"
    next
end

To authenticate user by Display name or User logon name:

 



Configuring LDAP authentication with Display name or User logon name using FortiOS web-
based manager

Configuring LDAP authentication with Display name or User logon name using CLI

config user ldap
    edit "ldapuser1"
        set server "10.151.0.35"
        set cnid ''
    next
end

In this instance, the user can be authenticated as username: bryanhfeng (Display name) or 
bhfeng@get.local (User logon name).

mailto:bhfeng@get.local
mailto:bhfeng@get.local


When Regular binding is used, the user can be authenticated by Full name or 
sAMAccountName.

To authenticate user by Full name:

 

Configuring LDAP authentication with Full name using FortiOS web-based manager:



Configuring LDAP authentication with Full name using CLI:

config user ldap
    edit "ldapuser1"
        set server "10.151.0.35"
        set cnid "cn"
        set dn "ou=Vancouver,dc=get,dc=local"
        set type regular
        set username "cn=test1,ou=Vancouver,dc=get,dc=local"
        set password ENC 
AADoAwGkhKSrU/XXkUech7j4OxxZzNvvGzsp2BsMjk6lh5+k6zsPJ+
+jxKYESk6VChRn6Q9idt2QIuCH6xFTRPeoMKaxWqCvBTXvqpP8RHJNhWIi
    next
end

To authenticate user by sAMAccountName:

 



Configuring LDAP authentication with sAMAccountName using FortiOS web-based manager:

Configuring LDAP authentication with sAMAccountName using CLI:

config user ldap
    edit "ldapuser1"
        set server "10.151.0.35"
        set cnid "sAMAccountName"
        set dn "dc=get,dc=local"
        set type regular
        set username "cn=test1,ou=Vancouver,dc=get,dc=local"
        set password ENC 
AADoAwGkhKSrU/XXkUech7j4OxxZzNvvGzsp2BsMjk6lh5+k6zsPJ+
+jxKYESk6VChRn6Q9idt2QIuCH6xFTRPeoMKaxWqCvBTXvqpP8RHJNhWIi
    next
end

When using regular binding, the binding  username setup can support full dn name or Display 
name.

In the examples provided:
● binding user test1's full dn is:  cn=test1,ou=Vancouver,dc=get,dc=local
● binding user test1's display name is: test1display



The binding  username setup can also be configured using the FortiOS web-based manager in 
this format:

The binding  username setup can also be configured using the CLI in this format:

config user ldap
    edit "ldapuser1"
        set server "10.151.0.35"
        set cnid "sAMAccountName"
        set dn "dc=get,dc=local"
        set type regular
        set username "test1display"
        set password ENC 
AADoAynyH79MCd6+nLbOwsx2/2gizteE6Lye/gTbliVP73VbDjKV1UhEl9kfaImVBm0gTcytXAbZB
946ktDd9qdgC+XlN9NWuOxBlcLSkJ6AYHyw
    next
end
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