How to Integrate Minemeld with FortiSIEM

What is minemeld?

Minemeld is an 10C Aggregator, its used for EDL (External Dynamic List), it will collect 10C(s) from OTX,
FortiGuard, join together and reduce duplicate entry’s, then EDL will distribute to SIEM, Firewall, etc. the
output can be in STIXX/TAXI, CSV, etc..
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What is a Miner?
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Miner is the process that will collect I0C(s)

What is a Node?

Node will process the Miner 10C(s), put a confidence and correlate.

What is an OQutput?
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The output will generate a “Feed”, in CSV, STIXX/TAXI, the feed can be Public or Private.

FortiGuard-IP

©  CONNECTION GRAPH

L}

*

P9y N

PoPHO »

a4 1P PosyinletiiamTralnc

Damain Matile e

Author: Hugo Pinto
linkedin.com/in/hugo-pinto-19a89a36
For Fortinet Fuse Comunity



How to Push FortiGuard IOC, for separate the threats?

We will Push 10C(s) from the Fortiguard, for then separate the indicator for Threat Type, like APT Attack,
Malware Post Infection.

Extract IOC(s) form PostgreSQL

To extract the I0OC(s) from FortiSIEM, make an SSH Session to the Super and run this Command, and
then save in CSV in /var/www/html/xxxxx.csv

Fortiguard IP

psgl -U phoenix -d phoenixdb -c "Copy (Select malware type, high ip,
description, last seen from ph malware ip WHERE group id = '500620') To
STDOUT With CSV HEADER DELIMITER ', ';" >
/var/www/html/fortiguard malware ip.csv

Fortiguard Domains

psgl -U phoenix -d phoenixdb -c "Copy (Select malware type, domain name,
description, last seen from ph malware site WHERE group id = '500611') To
STDOUT With CSV HEADER DELIMITER ', ';" >>

/var/www/html/fortiguard domain.csv

Fortiguard URL

psgl -U phoenix -d phoenixdb -c "Copy (Select malware type, url,
description, last seen from ph malware url WHERE group id = '500626') To
STDOUT With CSV HEADER DELIMITER ', ';" >> /var/www/html/fortiguard url.csv

Special Notes:

- Before Push the Incidents, make a query to the Database to collect “group_id” from your instance. Use
the bellow command:

psgl -U phoenix -d phoenixdb

Select * from from ph malware ip;

Check for the group_id, of na I0C from FortiGuard from GUI (Resources)

Don’t Forget to add the commands to Crontab.
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Create a Miner to consume the FortiGuard IOC

We go to config in Menu -> Clone a Prototype (in this case AlienVault OTX),

PROTOTYPES

Show| sg w entries

NAME TYPE

! slienvault reputation

rinemeldiacal AlienVauicOTX

I minemeldiccal slienvaul:_repusaton

Showing 1 to 3 of 3 entries (filtered from 309 total encries)

Search: | slier]

INDICATORS DESCRIPTION

alienvault Open Source AlienVault Reputation Data.
alienvault.reputation this just catches everything

A EXPERIMENTAL
minemeldlocal Local prototype library managed vis MineMeld Weblil

minemeldiocal AlienVaultOTX public TAXH feed from Abuse_ch

o [ s | contame | comsenose | cotiercton |

minemeldiocal Lacal prototype library managed via Minshald Weblil

al ion this just catches everything

We will use this Prototype because the Miner uses the CLASS minemeld.ft.csv.CSVFT

alienvault.reputation srorore

ABOUT alienvault

Open Source AlienVault Reputation Data.

BUCLONE BNEW

For more details: http://labs alienvault com/labs/index.php/projects/open-source-ip-reputation-portal/downioad-ip-reputation-datsbase/

ABOUT alienvault.reputaticn
this just caiches everything
AUTHOR

MineMeid Core Team

CLASS

minemetd.foesw. CSVET

INDICATOR TYPES

TAGS
CONAG
asttributes confidence: 20
znare_lavel green
type: Pyt
delimizer #
figldnamas inditaror
alienvault_relisbilicy
alienvault_risk
incerval 3600

source_name slienvauit reputation

wrl htcpo//reputation.alienvault.com/reputasion.data

Then click on New, because we need to modify some settings,

Delimiter.

like the FieldNames, URL, Source and the
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Change the config to this one:

age out:
default: null
interval: 3600
sudden death: true
attributes:
confidence: 100
share level: green
type: IPv4
delimiter: ','
fieldnames:
- malware type
- indicator
- malware description
interval: 3600
source name: FortiGuard
url: https://contoso.com/fortiguard malware ip.csv

* Caution with the Age Out, put the value as your flavour.

Change the Name, of Prototype for FortiGuard-IP

NEW LOCAL PROTOTYPE

NODE TYPE -
DEVEL 5TATUS STABLE e
CESCRIPTION his Just catches everything

CLASS remeld frosy. CSVFT

NCACATOR TYPES o B ==

TAGS
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Click ok to create the Prototype, then search for FortiGuard-IP we need to clone this, to create a miner:

PROTOTYPES

Show| so0 w | enires

NAME TYPE INDICATORS DESCRIPTION

Search: | fortiguard-ip

minemeldiocal FortiGuard-iP minemeldlocal Local prow e iibrary managed vis MineMeld WebUl
PO ¥ 2

minemeldiocal FortiGuard-IP this just catches sverything

Showing 1 to 7 of 1 entries (filtered from 309 total entries)

Note that every time that you customize any prototype, will have the suffix of minemeldlocal

minemeldlocal.FortiGuard-IP raororves

ABOUT minemeldlocal

Local prototype fibrary managed via MineMield Webl!
ABOUT minemeldlocal. FortiGuard-IP

this just catches everything

CLASS

minemeld.fr.csv . CSVFT

INDICATOR TYPES
1Pt J une | somain |

age out defaulc null
interval- 3600
sudden_death: true

stiribices confidence: 100
share_level green
type: 1P

delimiter

fieldnames malware type
indicazar
rialware_description

interval 2600

source_name ForiGuard

url EDS o ZLiErd_malware Dy

After clone, commit the setting:

X commarr

= NAME PROTOTYPE

I FortgGuard-Domsin minemeldiocsl.FortiGuard-Domain

I ForoGuard-IP minemeldlocal FortiGuard-19

i
m

Ifom'GLard-L.RL minemeldiocal. FortiGuard-URL

ICLONE B NEW R AEMOVE

REVERT  Z10AD A MPORT  ZEXPORT

INPUTS

None

Nere

None
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Then wait for the minemeld restart, and then you can the new miner working on the nodes section.

Show| Al W enmies

= NAME « TYPE

FortGuard-Domain ==

FartGuard-p

FortGuard-URL =3
Reference:

STATE INDICATORS

o

ADD/REMIAD
ADDED: O
REMOVED: O

ADDED: 158346
AGED OUT: 285259

ADDED: O
REMCVED: ©

© ADD INDICATOR

Ssarch: | fors
UPDATES WITHDRAWS
ReD RX: O
PROCESSED: O PROCESSED: 0
™o ™0
0 R0
PROCESSZD: 0 SROCESSED: O
T 152348 TH: 223853
B R0
SROCESSED: & PROCESSED: 2
O ™®a

https://live.paloaltonetworks.com/t5/minemeld-articles/using-minemeld-to-create-a-custom-miner/ta-

p/227694
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Create a Processor to FortiGuard 10C

Now we gone create a processor for splitting the 10C in threat types, we go to the Prototypes, and then
search for a Processor of IPv4, in this case | will use the stdlib.aggregatorlPv4Generic Processor.

stdlib.aggregatorlPv4Generic
[ rocesson | svace |
ABOUT stdlib

Library of prototypes for commaonty u:
For more detalis: i aioaiton:

ABOUT stdlib.aggregatoriPvdGeneric

Generic Aggregator far IPvd indicators. Inputs with names starting with “wl® will be incerpresed as whitelists.
AUTHOR

MineMeld Core Team

CLASS

minemeld fripop AggregatalPuarT

INDICATOR TYPES

3
TAGS
None
CONAG
e NavE conomons
sccest e et = iheraus
p— Fe——

whitelist_prefixes

Create a New Prototype, and change the bellow values:

BNCIONE  AEW

ACTIONS

infilters:
= actions:
- accept
conditions:
- _ method == 'withdraw'
name: accept withdraws
= actions:
- accept
conditions:
- type == 'domain'
- malware type == 'Malware/APTAttack'
name: accept domain
= actions:
- drop
name: drop all
whitelist prefixes:
- wl

NEW LOCAL PROTOTYPE

NAME

ard-APT-Domain

NODE TYPE

DEVEL STATUS STABLE x -

DESCRIPTION icators. Inputs with names starting with

cLass minemeld.ft op AggregatefT
INDICATORTYPES || domain
TAGS

will be
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Put the name Malware-APTAttack_aggregator_|Pv4, then save the Prototype, and clone, Prototype and

input the miner:

o NARN

iE

|P-ARTAamack

1B-CnC

1p-Dost

Infaction

I1B-SinkHole

I FortiGuard-P-ADT Amack

I FortiGuard-iP-CnC.

Click on Input and select the:

» NAME

|P-ABTAmmack

1P-CnC

|P-Poztinfection

|P-SinkHole

I FortiGuard-IP-APTActack

I FortiGuard-1P-CnC

- TYPE

+ TYPE

PROTOTYPE

b.feedHCGreenithValus

b.feedHCGraaniivi

us

sudlib feedHCGreenWithValue

siglib feedHCGreenWithalue

minemeldiocal. Malware-APTArack aggregatar 1Pud-1

minemeldiocal. Malware-CnC_sggregator 1Pvd

PROTOTYPE

sodiib feadHCGreenWithVslue

FeedHCGreenWithValus

FeedRCGraenWithValue

. feadHCGreenWithValus

minemeldiacat Malware-APTAstack_aggregator_{Pud-1

minemsldiocal.Malwars-CnC_aggregator_(Pud

Then Input will be the Miner FortiGuard-IP

FortiGuard-IP-APTAttack

INPUTS

@

FortiGuard-IP wal-whiteli

REVERT  TLOAD A WMPORT  ZEXPORT

Search: | fortiguard-ip-
INPLITS
FortiGuard-IP-APTAmack
FortiGuard-ip-cnC

FertiGuard-10-PestinfectionTraffic

x o X X

FortiGuard-i0-SinkHola

FortiGuard-p
wiwhitelist-Any

x®

FortiGuard-12

fZREVERT  LOAD X IMPORT  ZEXPORT

Searc: | foriguarc-ip-

Then commit the changes, and you will see the connection on the Nodes.

FortiGuard-IP-APTAttack

(o]

i

STATUS

cLass
PROTOTYRE
STATE

# INDICATORS

minemeld fiipop.AgaragatelPvarT

minemsldiocat Malwa:

re-APTArack_aggregator {Pvs-1

oUTPUT

INPUTS

FortiGe
wihnh

INPUTS

FortiGuard-IP-APTAmack x

FortiGuard-1P-CnC x

FortiGuard-IP-PestinfectionTraffic x
x
*®
-

=mLOGS
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Create a Output to FortiGuard 10C
Now we gone create an Output Feed for consuming the feed FortiSIEM, in CSV mode.

Go to the Prototypes, and search for stdlib.feedGreenWithValue, note that the Output is in TLP:Green,
click on Clone and change the Name to IP-APTAttack, and select the Input the Processor FortiGuard-IP-
APTAttack

LIREVERT  Z¥LOAD A IMPORT 2 EXPCAT

Search: | fortiguardhip-

+ MAME - TYPE PROTOTYPE INPUTS
1P-APTmack b feedHCGreen! FortiGuard-P-APTAzack ®
IP-CrC ‘eedHCGraen ortiGuard-1P-CnC x
|P-Bostinfection o fezdHCGraen FertiGuard-P-PostinfectionTraffic x
1P-SinkHale . feedHCGreen FortiGuard-B-SinkHo ®
I FortiGuard-IP-APTAmtack minemeldiocal Malwars-APTAmack sgzresator (Pl %
I ForiGuard-iP-CnC minemeldiocal Malware-CriC_agerezator_|Pud F:?..Gua::i-? x
wih-nihitelist-Any
I FortiGuard-1P-PostinfectionTraffic minemeldiocal. Malware-PostinfectionTraffic_aggregator [Pvd FortiGuard-IP *®
I FortiGuard-1P-SinkHole minemeldiocal Malware-Sinkhole_sggregator_iPud x

» =]

Commit the Changes, and the go to Nodes, search for IP-APTAttack, on the Feed Base URL

IP-APTAttack mLioas
O  STATUS
'™ CLAsS minemsld.fredis RedizSet OUTPUT

PROTOTYPE edHCGreenWithValue INPUTS

* STATE
FEED BASEURL FDs . === 7P TA Rk
TAGE
# INDICATORS o
The list:

contoso.com

1317.199.14.14-117.1499.14.14
117.2.139.117-117.2.3139.117
117.286.4,236-117.286.4.236
117.215.4.29-317.215.4.24
117.216.67.123-117.216.67.123
117.239,241,2-117.,239.241.2
117.242,253.163-117,242.253.163
117.248.68.13-117. 248.68.13
118.168.232.142-118.168.232,142
118.288.151.1313-118, 388.151.113
118.31.48.229-118.31.48.228
118.69.78.189-11E.69.78.189
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Clone the link Feed Base URL https://contoso.com/feeds/IP-APTAttack, go to the FortiSIEM,

resources.create a New List.

aa

PRSTRTTR

B 0 3600000838 &

Then Update the Feed as your flavour:

Update Malware IP

® Import from a CSV file

O uUpdate via API

URL:

User Name:

Password:

Plugin Class:

hitps: / /contoso. com/ feeds/1P-APTAtRCKIE=1

com_accelops service threatfeed impl. ThreatFesdWithMappingPolicyService

Field Separatar: |

Data Format:
Data Update:

Data Mapping:

O csv @ Custom @ STIX-TAXH

© Full @ Incrementat

Mapped Field

Low IP

Special Notes: As you can see we are passing in the URI the ?tr=1, this is because some time the Lists of
the IP is 8.8.8.8-8.8.8.8 and with this option we are telling the minemeld to generate in CSV the IP in

8.8.8.8.

References:

https://live.paloaltonetworks.com/t5/minemeld-articles/parameters-for-the-output-feeds/ta-p/146170
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Prototype Examples:

| put here some Prototypes examples, for Tor Browser, DNS Shields (For DNS Firewall):

Name of Prototype: stdlib.listiPv4Generic ( For Emergency I0C )

Class: minemeld.ft.local.YamlIIPv4FT

age out:
default: null
interval: 67
sudden death: true
attributes:
confidence: 100
share level: red
interval: 3600

Here | have created an Emergency Feed, that will add I0C, in case of an Emergency (Ransomware),
Malware, or for Threat Hunting that we have done from FortiSIEM.

Name of Prototype: TorExitNodes-dan_me_uk

Class: minemeld.ft.http.HttpFT

age out:
default: null
interval: 3600
sudden death: true
attributes:
confidence: 100
direction: inbound
share level: green
type: IPv4
indicator:
regex: ~[0-9]1{1,3}\.[0-9]1{1,3}\.[0-9]{1,3}\.[0-9]{1,3}S
source name: itcertpa.IP
url: https://www.dan.me.uk/torlist/?exit
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Name of Prototype:.DNS-Shield-Porn

Class: minemeld.ft.http.HttpFT

age out:
default: null
interval: 3600
sudden death: true
attributes:
confidence: 100
direction: inbound
share level: green
type: domain
indicator:
regex: "~.*
source name: DNS.Shield.Porn
url: https://contoso.com/FamilyShield/BL/porn/domains

At the End of the Day, my Prototypes are:

FortiGuard-IP-APTAttack oo imioas
(o] CONNECTION GRAPH

e

ortiGuard-iP FariGuasd IP-PoirieainTraf
50373 UPDATETX
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URL-A

©0

FontiGuat AL Saidols S
FartiGuart LRL UAL Skblale

¥
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wh-whitsiEss-Ary Diinam Postisdectior

FrartiGudrdd Dasnain APTAILack

o)
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FortiGuand Bomay
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©
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Q00000000 0 O O

©0e
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Possible Integrations

Office 365 (Send I0C to 0365 using graphAPI)

http://live.paloaltonetworks.com/t5/MineMeld-Articles/Send-10Cs-to-Microsoft-
Graph-API-With-MineMeld/ta-p/258540

Azure Sentinel ( Send IOC to AZSentinel)

https://medium.com/@antonio.formato/azure-sentinel-minemeld-bring-your-own-
threat-intelligence-feeds-7e2f622d6c66
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