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INTRODUCTION

This document describes necessary steps and guidelines to optimally configure the Meru Networks
WLAN platform with Ascom i62 VoWiFi handsets.

The guide should be used in conjunction with both Meru Networks and Ascoms configuration guide(s).

About Ascom

Ascom Wireless Solutions (www.ascom.com/ws) is a leading provider of on-site wireless communications
for key segments such as hospitals, manufacturing industries, retail and hotels. More than 75,000
systems are installed at major companies all over the world. The company offers a broad range of voice
and professional messaging solutions, creating value for customers by supporting and optimizing their
Mission-Critical processes. The solutions are based on VoWiFi, IP-DECT, DECT, Nurse Call and paging
technologies, smartly integrated into existing enterprise systems. The company has subsidiaries in 10
countries and 1,200 employees worldwide. Founded in the 1950s and based in Géteborg, Sweden,
Ascom Wireless Solutions is part of the Ascom Group, listed on the Swiss Stock Exchange.

About Meru Networks

Founded in 2002, Meru Networks provides a virtualized wireless LAN solution that cost-effectively
optimizes the enterprise network to deliver the performance, reliability, predictability and operational
simplicity of a wired network, with the advantages of mobility. Meru's solution represents an innovative
approach to wireless networking that utilizes virtualization technology to create an intelligent and self-
monitoring wireless network, and enables enterprises to migrate their business-critical applications from
wired networks to wireless networks, and become all-wireless enterprises. Meru's solutions have been
adopted in all major industry vertical markets, including Fortune 500 enterprises, healthcare, education,
retail, manufacturing, hospitality and government. Meru is headquartered in Sunnyvale, Calif., and has
operations in the Americas, Europe, the Middle East and Asia Pacific. For more information, visit
www.merunetworks.com or call (408) 215-5300.
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SITE INFORMATION

Test Site:

Morrisville

598 Airport blvd, NC 27560
USA

Participants:
Karl-Magnus Olsson, Ascom HQ

TEST TOPOLOGY
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SUMMARY
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Please refer to Appendix B for detailed results.

WLAN Controller Features

High Level Functionality Result
Association, Open with No Encryption OK
Association, WPA-PSK, TKIP OK
Association, WPA2-PSK, TKIP / AES Encryption OK
Association, PEAP-MSCHAPv2 Auth., TKIP Encryption Not tested
Association, PEAP-MSCHAPV2 Auth., AES Encryption OK
Assaociation, Multiple ESSIDs OK
Beacon Interval and DTIM Period OK

PMKSA Caching

Roam transparent to handset*

WPAZ2-opportunistic/proactive Key Caching

Roam transparent to handset*

WMM Prioritization OK
Active Mode (load test) OK**
802.11 Power-save mode OK**
802.11 Power-save mode (load test) OK
802.11e U-APSD OK
802.11e U-APSD (load test) OK
*) Not applicable due to the Meru system architecture (Virtual Cell).
**) {62 must be configured to use U-APSD to work with AP320.
Roaming

High Level Functionality Result
Roaming, Open with No Encryption OK*
Roaming, WPA-PSK, TKIP Encryption OK*
Roaming, WPA2-PSK, AES Encryption OK*
Roaming, PEAP-MSCHAPV2 Auth, AES Encryption OK*

*) Roaming is transparent to the handset. Therefore no roaming times presented.
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Known issues and limitations

e Inter controller roaming. Scenarios were an i62 roams from controller A to controller B and back
to controller A results in one way speech.
Workaround: Disable “Fastpath” in the controller. Please consult Ascom or Meru technical
support for assistance.

e The handset and system must be configured to use U-APSD with the AP320 and is
recommended for all deployment configurations.

e In 5.3-50 Silent Client Polling is disabled by default and has to be enabled with a CLI command.
Silent client polling will send QoS null data frames to a passive client. This helps the controller to
keep track of “silent” devices such as a handset in power save.

Please consult Ascom or Meru technical support for assistance.

For additional information regarding known issues please contact support@ascom.se or
interop@ascom.se

Compatibility information

All tests were performed on a MC1500 controller running version 5.3-50. However, we guarantee
interoperability with below listed controllers running software version 5.3-50. Analogously, all tests were
performed with AP320, AP332 and AP1020 but variants of these access points stated below are also
supported.

i62 version 4.1.12 is using WLAN driver version 2.3.c.

Supported controllers.
MC1500
MC1550
MC3200
MC4200
MC5000
MC6000

Compatible access points
AP 301/302/310/311

AP 332i/332e
AP1010/1014/1020

General Conclusions

The result of the verified test areas, such as authentication, association, handover and call stability tests,
produced in general very good test result. Due to Meru’s single channel architecture, no traditional
roaming is made which makes the roaming seamless.

The Meru controller and the Ascom i62 MUST be configured to use U-APSD to work with AP320

Note. Unless the parameter “Expedited Forwarding Override” is used the i62 have to mark voice packets
with DSCP 48 in order for appropriate mapping in the “air” (Access Category 6).

Please refer to Meru’s documentation for information regarding co-existence and between different
access point models within the same wireless network.
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Ascom WLAN Infrastructure Verification — VoWiFi

Software Versions:
e Meru Networks MC3000 WLAN Controller, version 5.3-50
e AP320/AP332/AP1000 Access Points
e Ascomi62,v4.1.12 (WLAN version 2.3.c)

Signaling Protocol:
e SIP, Innovaphone IP6000 used as SIP server

Configuration of WLAN System:
e Beacon Interval: 100ms
DTIM Period: 5
Silent Client Polling enabled
802.11bgn
802.11an
WMM/ U-APSD Enabled (See appendix A for QoS profiles)

Ascom i62 Configuration:
e World Mode Regulatory Domain set to World mode.
IP DSCP for Voice: 0xCO (48) — Class Selector 6
IP DSCP for Signaling: 0x68 (26) — Assured Forwarding 31
Roaming Methodology: System-aided roaming
Transmit Gratuitous ARP: Enable

Keep in mind that security options and power save modes were adjusted according to requirements in
individual test cases. Please refer to appendix A for information regarding device configuration.
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APPENDIX A: TEST CONFIGURATIONS

Meru Networks MC3000 WLAN Controller and AP320//332/1000 Access Points. Version 5.3-50

In the following chapter you will find screenshots and explanations of basic settings in order to get a Meru
WLAN system to operate with an Ascom i62. Please note that security settings were modified according
to requirements in individual test cases.

The configuration file is found at the bottom of this chapter.

General settings

Management MC1500 5.3-50 admin@192.168.0.20  level:15 1:43:03 PM  WebTerm Save logout Help

Configuration

Maintenance Throughput Totak1.1 Mbps T:c0.6 Rxc0.4

»
»
»  Wizards
¥ Monitor >

»

Station
Voice 200
Alarms

Spectrum

Diagngstics Stations Totak5 2.46:3 56:2
Radio

Station
Inferences
Global Statistics 2
Security Counters
QoS Counters 1
Devices i
All Stations 0
Phones 200 3:00 400
Associations
System Resources
Wireless Statistics System Summary
Wired Statistics

QoS/Voice Controller Alarms Rogues AP Status  Limits Stations  ESSIDs
QoS Flows

Phone Calls
CAC per AP Audit Poling &
CAC per Virtual Cell Auto Ap Upgr on  DHCP Relay an Minor 1 Unknown 0O Total: 4 AP Licenses 0 Total: 5 CaptivePortal 0

m

Model MC1500  SW Version 5.3-50 Critical 2 APs O Online 1 Ap Limit 30 Data 0 Clear 0

0 Stats Poling &0 Major 1  Stations 0 Offine 3  ClientLimit 500 Phones 5 Secured 1

Pmmeen Pmesiean

System overview
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Security settings

'AN Management MC1500 5.3-50

admin@192.168.0.20

ascom

level:15  1:44:48 PM  \WebTerm

Monitor

Maintenance

Wizards

4|w|w|lw

Configuration

System Config
Quick Start

Captive Portal
Guest Users
Mac Filtering
Wapi Server
VPN Client
VPN Server
Wireless IDS/IPS
Rogue APs
Air Shield
AP Packet Capture
Wired
VLAN
GRE
Ethernet
Port
Wireless
Radio
ESS
Mesh
008 Settinas

m

Security Configuration Table - Update

Summary Selection
Profile Name

L2 Modes Allowed

Data Encrypt

Primary RADIUS Profile Name
Secondary RADIUS Profile Name

WEP Key (Alphanumeric/Hexadecimal)

Static WEP Key Index

Re-Key Period (seconds)

BKSA Caching Period (seconds)

Captive Portal

Captive Portal Authentication Method

802.1X MNetwork Initiation
Tunnel Termination

Shared Key Authentication

Pre-shared Key (Alphanumeric/Hexadecimal)

Group Keying Interval (seconds)

PMK Caching

Key Rotation

WP2-AES
Static
[ Clear [ 8021x [ WEP keys [ wpa
WPA2
O wea psk [0 wea2 PsK O mxep
[F1 mixep_psk [F wal [0 warpsk
CCMP-
WEPG4 WEP123 TKIP AES
VVFL=
CCMP/TEIP [] SMs4 Clear
Ho RADIUS
Ho RADIUS
Valid range: [1-4]
0 Valid range: [0-65535]
0 Valid range: [0-65535]
Disabled
internal -
Off
PEAP TTLS
Off
(111111}
0 Valid ranges [0-65535]
Off
Disabled

Security profile WPA2-PSK, AES/CCMP encryption. TKIP encryption is supported in WPA-PSK or “mixed

mode”.
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AN Management MC1500 5.3-50

Monitor

Maintenance

Security Configuration Table - Update

Wizards

4w | w|lw

Configuration

System Config
Quick Start

Sq?g:_u rity,

mREIdIL.IS

Captive Portal

Guest Users

Mac Filtering

Wapi Server

VPN Client

VFN Server
Wireless IDS/IPS

Rogue APs

Air Shield

AP Packet Capture
Wired

VLAN

GRE

Ethernet

Port
Wireless

Radio

ESS

Mesh

NNE Cattinnc

Summary Selection
Profile Name

»

admin@192.168.0.20

Radius

level:15

1:46:16 PM

L2 Modes Allowed

Data Encrypt

Primary RADIUS Profile Name

[ Clear

[ wea psk [F] weaz
[O] MIXED_PSK [T WAI

[0 802.1x

WEPS4 WEP128
WPL-
SM54

IntopFreeRadius -

CCMP/TKIP

TTatic
[ WEP keys 1 wea
WPAZ
O psk [0 MIxED
[E1 warpsk
CCMP-
TKIP AES

Clear

Secondary RADIUS Profile Name

m

WEP Key (Alphanumeric/Hexadecimal)
Static WEP Key Index

Re-Key Period (seconds)

BK5A Caching Period (seconds)
Captive Portal

Captive Portal Authentication Method
802.1X Metwork Initiation

Tunnel Termination

Shared Key Authentication
Pre-shared Key (Alphanumeric/Hexadecimal)
Group Keying Interval (seconds)

PMK Caching

HNo RADIUS -

Di=zabled -
internal -~
On
O] pear [ TTLS
Off

Valid range: [1-4]
Valid range: [0-65535]
Valid range: [0-65535]

Valid range: [0-65535]

Security profile WPA2-Enterprise, AES-CCMP encryption Primary RADIUS Profile Name
“IntopFreeRadius” refers to the Radius profile set up in the controller. See radius profile below for
additional details.

AN Management MC1500 5.3-50

admin@192.168.0.20  level:15 1:48:47 PM  WehTerm

Monitor

Maintenance
Wizards
Configuration o

RADIUS Configuration Table (1 entry)

l
e

RADIUS Profile Name RADIUSIP

182168.0.2

RADIUS Port
1812

MAC Address Delimiter
Hyphen (-)

Password Type
Shared Key

Owner

»
4
»
-

IntopFreeRadius controller

System Config
Quick Start

Security
Profile

{Radus i

Configuration of Radius profile.

Interoperability Report - Ascom i62 - MERU v 5.3-50 — AP320/332/1000
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Management MC1500 5.3-50 admin@192.168.0.20 level:15 1:49:26 PM  WebTerm
»  Monitor
»  Maintenance RADIUS Configuration Table - Update
>
WIZE_'MS - Summary Selection
¥ Configuration Sl Profile Mame IntopFreeRadius
System Config Description IntopFreeRadius Enter 0-128 chars.
Quick Start
RADIUSIP 192 (168 2
S 2 =) E ]
RADIUS Secret [IT1T11]
RADIUS Port 1812 Valid range: [1024-65535]
Captive Portal MAC Address Delimiter Hyphen (-) -
Guest Users Password Type Shared Eey =~
Mac Filtering
Wapi Server Show Detail Info..
VPN Client 3

Radius profile configuration . Note that the profile “intop”, the RADIUS IP and the secret must correspond
to the authentication server running in the network.
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2013-05-17



ESS, Radio and QoS settings

{ Management MC1500 5.3-50 admin@192.168.0.20 level:15 1:55:38 PM  WebTerm
P  Monitor
»  Maintenance Wireless Interface Configuration - Update
P  Wizards Wireless Interface Wireless Statistics Antenna Property
Securicy "
Profile Summary Selection
Radius APID 3
. Ifindex 1
Captive Portal
Guest Users T Tnterface Descript ieee80211-3-1
nterface Description ieee -3- -256 <
Mac Filtering p Enter 0-256 chars.
Wapi Server Administrative Status Up -
VPN Client Channel 11 «
VPN Server Short Preamble on -
Wireless IDS/IPS RF Band Selection 802.11lbgn ¥
Rogue APs ) o
Air Shield Transmit Power High(dBm) 36
AP Packet Capture AP Mode Normal Mode
Wired B/G Protection Mode Luto -
VLAN ! HT Protection Mode Off
GRE 3
Channel Width 20 MH=z -
Ethernet
Port MIMO Made 3x3 =
Wireless 80211n only mode CIf -
PRadio L Probe Response Threshold 16 Valid range: [0-100]
ESS Mesh Service Admin Status Disable -
Mesh
QoS Settings Show Detail Info...

Ascom recommended settings for 802.11bgn are to only use channel 1, 6 or 11. For 802.11an, use
channels according to the infrastructure manufacturer and country regulations.

1. Enabling more than 8 channels will degrade roaming performance. Ascom strongly
recommends against going above this limit.

2. Using 40 MHz channels (or “channel-bonding”) will reduce the number of non-DFS* channels to
two in ETSI regions (Europe). In FCC regions (North America), 40MHz is a more viable option
because of the availability of additional non-DFS channels. The handset can co-exist with 40MHz
stations in the same ESS.

3. Make sure that all non-DFS channel are taken before resorting to DFS channels. The handset
can cope in mixed non-DFS and DFS environments; however, due to “unpredictability” introduced
by radar detection protocols, voice quality may become distorted and roaming delayed. Hence
Ascom recommends avoiding the use of DFS channels in VoWIFI deployments.

*) Dynamic Frequency Selection (radar detection)

Interoperability Report - Ascom i62 - MERU v 5.3-50 — AP320/332/1000 12
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Management MC1500 5.3-50

»  Monitor

»  Maintenance

»  Wizards

SEecuriy
Prafile
Radius
Captive Portal
Guest Users
Mac Filtering
Wapi Server
VPN Client
VPN Server
Wireless IDS/IPS
Rogue APs
Air Shield
AP Packet Capture
Wired
VLAN
GRE
Ethernet
Port
Wireless

QoS Settings
Devices
System Settings
Controller
APs
Antennas

m

E 38 Profile - Update

ESS Profile ESS-AP Table Security Profiles

Summary Selection
S5ID Murmber
ESS Profile Name
S5ID

Enable/Disable

Security Profile Name

admin@192.168.0.20

1
Merulntop
Merulntop

Enable =~

WEZ-LES -

level:15

ascom

WebTerm

2:08:02 PM

Valid range: [600-36000]

| valid range: (20-1000]

Primary RADIUS Accounting Server No RADIUS
Secondary RADIUS Accounting Server No RADIUS
Accounting Interim Interval (seconds) 3600

I Beacon Interval (msec) 100
551D Broadcast On -

Bridging

New AP's Join ESS
Tunnel Interface Type
VLAN Name

GRE Tunnel Profile Name

O AirFortress [ 1PV6
on

No Tunnel

Mo Data for VLAN Name

[0 AppleTalk

Mo Data for GRE Tunnel Profile Name

Allow Multicast Flag

Isclate Wireless To Wireless traffic
Multiple IP per Station
Multicast-to-Unicast Conversion
Virtual Cell

Virtual Port

Overflow from

Qff -
Off
Qff -
Cn -
on -
Off

No ES5 -

ESS settings. Since multicast applications are usually not expected in WLANS, where Ascom VoWIFI
handsets are deployed, the “Allow Multicast Flag” should be set to “OFF”.

Note. Ascom and Meru recommend Virtual Cell ON/Virtual Port OFF for AP332/AP1000. For AP320
Deployments use Virtual Cell ON/Virtual Port ON.

Interoperability Report - Ascom i62 - MERU v 5.3-50 — AP320/332/1000
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Virtual Port

Owerflow from

ascom

APSD Support

DOTIM Period (number of beacons)

Off -

Ho ES5 -

tn -

5 Valid range: [1-255]

Dataplane Mode
AP VLAN Tag

AP VLAN Priority

Tunneled -

Valid range: [0-4094]
Off

Countermeasure

Cff -

Multicast MAC Transparency
Band Steering Mode

Band 5Steering Timeout(seconds)
Expedited Forward Owverride

S55ID Broadcast for Vport

ESS settings (continued).

Cn -
Band Steering Disable

5

Off -

-

Valid range: [1-65535]

Till-Association =«

U-APSD should be turned on for optimal performance. Set DTIM Period of 5 and a DTIM interval of
100ms. These values are recommended in order to allow maximum battery conservation without
impacting the quality. Lower DTIM values are possible but will decrease the standby time.

Ascom also recommends, especially as a precaut
Countermeasure” should be turned OFF.

Note. Expedited Forwarding Override will map

ion in WPA-PSK/TKIP environments, that “Enable

DSCP 46 (EF) to the AC_VO. If turned off, IP DSCP

for Voice has to be set to 0x30 (48) in the Phone. See i62 settings further down.

Management MC1500 5.3-50

admin@192.168.0.20 level:15 2:15:43 PM WebTerm

»
»  Maintenance

»  wizards
Securiy
Profile

Radius

Captive Portal

Guest Users

Mac Filtering

Wapi Server

VPN Client

VPN Server
Wireloss IDS/IPS

Rogue APs

Air Shield

AP Packet Capture
Wired

VLAN

GRE

Monitor

AM Supported Transmit Rates (Mb

AN Base Transmit Rates (Mbps)

m

AM Base HT Transmit Rates (MCS)

AM Supported HT Transmit Rates (MCS)

6 Mbps 9 Mbps 12 Mbps [#] 18 Mbps
P 24 Mbps [#] 36 Mbps [¥] 48 Mbps [#] 54 Mbps
6Mbps [ 9 Mbps 12 Mbps [ 18 Mbps
24 Mbps [ 36 Mbps [C] 48 Mbps [ 54 Mbps
MCS 0 MCS1 MC5 2 MCS 3
MCS 4 MCS 5 MC5 6 MCS7
MCS 8 MCS9 MCS 10 MCS11

MCS15
MCS 19
MCS 23

MCS 14
MCS 18
MCS 22

MCS13
MCS17
MCS 21

MCS 12
MCS 16
MCS 20

Elmcso Elmcs:y Elmcsz  [F mcss
Elmcse Elmcss Emese  [E mcsy
[ mcsa B mcss [ mcesio [ mcsia
O mcs1z [ mcs1z [ mcs1e [ mcsis
O mcsie [ mcs17 [E mcs1s [ mcsio
O mcs2o Emcszn Emcs22 [ mcs3

Ethernet

In a Meru environment, we recommended that the data rates are advertised within the ESS per above for

802.11an (default).
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Management MC1500 5.3-50

admin@192.168.0.20

level:15

ascom

2:16:32 PM

WebTerm

»  Monitor

»  Maintenance

»  Wizards

Securiy
Profile

Radius
Captive Portal
Guest Users
Mac Filtering
VWapi Server
VPN Client
VFN Server
Wireless IDS/IPS
Rogue APs
Air Shield
AP Packet Capture
Wired
VLAN
GRE
Ethernet
Port
Wiralace

m

BGN Supported Transmit Rates (Mbps)

BGMN Base Transmit Rates (Mbps)

BGMN Supported HT Transmit Rates (MCS)

BGM Base HT Transmit Rates (MCS)

[ 1 Mbps
[ 6 Mbps
24 Mbp

[ 1 Mbps
[ 6 Mbps
[ 24 Mbp

MCS 0
MCS 4
MCS 8
MCS 12
MCS 16
MCS 20

1 mcso
1 mcsa
1 mcsa
[ mcsiz
[F1 mcsi6
[E1 mcs 20

[ 2 Mbps
[ 9 Mbps

s [#] 36 Mbps

[ 2 Mbps
[T 9 Mbps

s [0 26 Mbps

MCS1
MCS 5
MCS9
MCS13
MCS17
MCS 21

[ mcs1
[ mcss
[ mcs9
[ mcsi3
[ mcs17
[ mcs21

[0 5.5 Mbps [#] 11 Mbps
12 Mbps [¥] 18 Mbps
48 Mbps [¥] 54 Mbps

[@ 5.5 Mbps ¥ 11 Mbps
[0 12 Mbps [ 18 Mbps
[0 48 Mbps [ 54 Mbps

MCS 2
MCS56
MCS510
MCS 14
MCS 18
MCS 22

[ mcs2
[ mcse
[ mcs10
[ mcs14
[ mcs1s
[ mcs 22

MCS 3
MCS7
MC511
MCS15
MCS 19
MCS 23

1 mcs3
[ mcs7
[ mcs11
1 mcs1s
[ mcs19
[ mcs23

In a Meru environment, it is recommended that the data rates are advertised within the ESS per above
(802.11bgn). To further optimize performance it is recommended to disallow 802.11b clients to associate
by setting 12Mbps rate to mandatory in the 802.11bgn data rate set.

AN Management

[ 4 Monitor

b Maintenance

Security
Profile

Radius
Captive Paortal
Guest Users
Mac Filtering
Wireless IDS/IPS
Rogue APs
Air Shield
DS

Wired
VLAN

=

QoS and Firewall Rules (6 entries)

Global Quality-of-Service Parameters Qos and Firewall Rules QoS Codec Rules

O 1 Destination Destination Dastination Source Source Source Netwaork Firewall
IP Netmask Port P Netmask Port Protocol Filter ID

r 1 0.0.0.0 0.0.0.0 1720 0.0.0.0 0.0.0.0 1} [}

r 2 0.0.0.0 0.0.0.0 0 0.0.0.0 0.0.0.0 1720 &

r 3 0.0.0.0 0.0.0.0 5060 0.0.0.0 0.0.0.0 1} 17

| 4 0.0.0.0 0.0.0.0 0 0.0.0.0 0.0.0.0 5060 17

e 7 0.0.0.0 0.0.0.0 5200 0.0.0.0 0.0.0.0 0 17

O 8 0.0.0.0 0.0.0.0 0 0.0.0.0 0.0.0.0 5200 17

Quality of Service rules for SIP.

These are the default rules for SIP flow detection and Quality of Service on the Meru controller.
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3
»
»
-

Management

Monitor
Maintenance
Wizards

Configuration

System Config

Quick Start

Security

Profile

Radius
Captive Portal
Guest Usars
Mac Fittering
Wapi Server
VPN Clignt
VPN Server

Wireless IDS/IPS

Rogue APs
Air Shield
AP Packet Capture

Wired

VLAN
GRE
Ethernet
Port

Wireless
Radio
ESS
Mesh

Devices

Configuration of “Diffserv Codepoint” (DSCP). Leaving “DiffServ Codepoint” disabled in an environment,
where U-APSD has been implemented, implies that all Ascom VolP devices must mark voice packets
with DSCP 0xc0/48 (CS6). Similarly, signaling has to be DSCP 0x68/26 (AF31) or DSCP 0x00/00 (BE).

System Settings
Controller
APs

m

Configuration:

Destination Metmask

Destination Port

Source [P
Source Netmask

Source Port

Metwork Protocol

Firewall Filter ID

Packet minimum length

Packet maximum length
QoS Protacal

Average Packet Rate
Action

Token Bucket Rate

Priority

Traffic Control

0

Off -

Valid range: [0-65535]

Valid range: [0-65535]

Valid range: [0-255]

Enter 0-16 chars,

Valid range: [0-1500]

Valid range: [0-1500]

Valid range: [0-200]

Mbps

Kbps  [F11000]

Valid range: [0-8]

Valid range: [0-

DiffServ Disabled

DiffServ Codepoint
O RUTe Logging

Qos Rule Logging Frequency

T
60

See attached file (merucfg.txt) for Meru MC1500 configuration.

Valid range: [30-60]
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Ascom i62
3 ™
7 Edit parameters for 1002 - |
Device type: i62 Protector
Parameter version: | 14.111
e Network | Name Value
. .Genera Metwork name Meru e
R "= twork A
& NetworkB DHCP mode on e
& Network C 802.11 protocol 802.11b/g/n e
S5ID MerussID e
Metwork D
;E wc: o Security mode WPA-PSK & WPA2-PSK 2}
1 Audio WPA-PSK passphrase R [ 7]
1 Voice power save mode U-APSD e
. Presence . o N
Location 202, 11bfg/n channels Advanced e
1 YoIP Advanced: 802,11 channels 1 e
1 Customization World mode regulatory domain - World mode (302, 11d) e
1 Carvices Transmission power Automatic e
1 Alarm IF DSCP for voice %30 (43) - Class selector & e
1 Push-To-Talk IP DSCP for signaling 0x1A (26) - Assured Forwardi... €
1 Headset TSPEC Call Admission Contral ~ Off e
1 Profles [Transmit gratuitous ARP Yes e
1 Shorbats Deauthenticate on roam Mo e
' F.oaming methodology System-aided roaming e
Mandmum transfer unit 1400 e
Aruba 800 controller compability Mo e
Ll
| [ oK ] l Cancel ]

b

ascom

Recommended i62 system settings. Security mode, encryption type and Voice power save mode may
vary depending on site. Due to the “one channel” architecture it is possible to set “802.11b/g/n or a/n

channels” to advanced and specify the channel that's being used.
It is recommended to set Roaming methodology to “System-aided roaming”.
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.:b Edit parameters for 1002

Device type:

Parameter version: [14.111

i62 Protector

- 4y Metwork

i @ General
=% Wetwork A
- @ Metwork B
- 4 Metwork C
# Metwork D
| Device

) Audio

| Presence

| Location

; VoIP

| Customization
| Services

| Alarm

) Push-To-Talk
| Headset

| Profiles

J Shortouts

MName

Metwork name

DHCP mode

302, 11 protocol

SSID

Security mode

EAP authentication user name
EAP authentication password
Validate server certificate
oice power save mode

302, 11bfg/n channels
Advanced: 802,11 channels
Warld mode requlatory domain
Transmission power

IP DSCP for voice

IP DSCP for signaling

TSPEC Call Admission Control
[Transmit gratuitous ARP
Deauthenticate on roam
Roaming methodology
Maximum transfer unit

Aruba 800 controller compability

Value

Meru

On

802.11bfg/n
Merus5ID
PEAP-MSCHAPw 2
testuser

fes

U-APSD

Advanced

1

World mode (302, 11d)
Automatic

0x30 (43) - Class selector &

0x 1A (26) - Assured Forwardi...

Off

fes

No

System-aided roaming
1400

Mo

0000000000000 DO000D0D

[ OK, ] [ Cancel ]

(=

i62 network settings for 802.1X authentication (PEAP-MSCHAPV2).

ascom

Note that depending on which Authentication method used it might be necessary to add a

certificate into the i62. PEAP-MSCHAPV2 requires a Root certificate and EAP-TLS requires both a
Root certificate and a client certificate. Server certificate validation can however be overridden in
version 4.1.12 and above per handset setting.

[
(& site2 - Ascom WinPDM

File Device Number Template License Options Help

Nambers | Templates | Lenses|

& & &

New Edit Delete

Edit description

Edit parameters

Edit certificates

Copy..
Rename...
Export...
Save

Delete

Run template...

Use as template...

Go to device

Associate with device..

Export contacts

Import contacts

Device types: Search for: in: | Desription + [ showal
Description Number Device type Parameter ve... Device ID Online Status Saved Last Login Last run tem...
62 Protector 1002 14.111 onized v

New...

If 802.1X Authentication is used a root certificate has to be uploaded to the phone by “right clicking” - >
Edit certificates. EAP-TLS will require both a root and a client certificate.
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ascom

Innovaphone IP6000 (IP PBX & DHCP server)
The Innovaphone IP6000 was configured with a static IP address. Signaling is less relevant here since

testing homes in on interoperability in relation to the WLAN infrastructure and not features of the IP PBX.
During the tests the IP6000 also was used as DHCP server.

IP6000 configuration:

See attached file (complete-IP6000-08-03-a6.txt) for IP6000 configuration.
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ascom

APPENDIX B: DETAILED TEST RECORDS

A full test round was performed with AP332 due to the fact that it is a new platform. The well-known
AP320 and AP1000 series were given a spot check including a less extensive number of tests.

AP332

Pass 24
Fail 0

Comments 3

Untested 6

Total 33

See attached file (WLANinteroperabilityTestReport Meru_5 3 AP332.xIs) for detailed test results.

MISCELLANEOUS

Please refer to the test specification for WLAN systems on Ascom’s interoperability web page for explicit
information regarding each test case.

See URL (requires login):
https://www.ascom-ws.com/AscomPartnerWeb/en/startpage/Sales-tools/Interoperability
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Document History

Rev Date Author Description

PA 2012-12-10 SEKMO Draftl

PB 2012-12-13 SEKMO Update after Meru feedback

R1 2012-12-20 SEKMO Update after internal feedback. R1 state

R2 2013-01-18 SEKMO Correction to attached test record R2

R3 2013-02-11 SEKMO Added info to Known Issues section (inter controller roaming)

R4 2013-02-12 SEKMO Minor corrections

R5 2013-05-17 SEKMO Minor corrections
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