
Several approaches to capture clear text of HTTPS packets 

 

 Chrome DevTools 

 Firefox Web Developer 

 Fiddler Web Debugger 

 

 

1. Chrome DevTools 

If you are using Chrome browser, please press 'F12' to open DevTools. see below: 

 
 

click 'Network' label to open 'Network' panel. Here we can get insights into requests and response 

traffic of the web pages. 

We can get the clear text information even if the packet is encrypted. For example, open the 

'https://www.github.com' url, we can see all the packets interacted with the server.  

 
 

click one item in the panel. We can see the details in the right panel. See below, it's a GET request 

example. 



 
 

A POST request example: 

 
 

We can also get the post body 'Form Data' in the panel.  

 

Please reproduce the issue, and check the packet which triggered signature 030000138 and record 

the whole packet information. 

 

 



2. Firefox Web Developer 

If you are using Firefox browser, please press 'F12' to open Web Developer. see below: 

 

 

click 'Network' label to open 'Network' panel. Here we can get insights into requests and response 

traffic of the web pages. 

We can get the clear text information even if the packet is encrypted. For example, open the 

'https://www.github.com' url, we can see all the packets interacted with the server. 

 

click one item in the panel. We can see the details in the right panel. See below, it's a GET request 

example. 



 

 

A POST request example: 

 

we can get the post body in 'Parms' label. 

 

 

Please reproduce the issue, and check the packet which triggered signature 030000138 and record 

the whole packet information. 

 

 

 



3. Fiddler Web Debugger 

1) Download link: https://www.telerik.com/download/fiddler 

Install the software and run it, see below 

 
 

2) Config Fiddler to capture packet 

click [Tools] -> [WinINET Options], 'Internet Properties' is opened: 

 

click 'LAN settings' and config as follows: 

https://www.telerik.com/download/fiddler


 

 

 

click 'OK'. 

 

click [Tools] -> [Telerik Fiddler Options] -> [Connections], set the Fiddler listens on port 8888. 

It is according to the Internet LAN setting listening port. 

 

 

 



3) Config Fiddler to capture HTTPS traffic 

click [Tools] -> [Telerik Fiddler Options] -> [HTTPS], configurations as follows: 

 

 

When you tick the "Decrypt HTTPS Traffic" checkbox, we will see a prompt: 

 

click 'Yes', the following prompt is: 

 
click 'Yes' to install Fiddler certificate. 

 

4) Open the Web site using Internet Explorer browser, now we can get all the traffic captured by 



fiddler. Click the packet in the left panel, and the detail is in the right. 

 

Take 'https://github.com/' as an example, the HTTPS packet is decrypted. 

 

 

Please reproduce the issue, and check the packet which triggered signature 030000138 and record 

the whole packet information. 

 


