RADIUS SINGLE-ON [RSSO]

When the user is connected to LAN and is successfully authenticated by Active Directory, DC’s security event
log can be polled for logon events and this information is sent to Fortigate to record the IP address, Username
and Group information associated to that event. Users may have a static IP or may have DHCP server
assigning the IP address. If this is a laptop, for example, most of the times authentication request are made
using the Ethernet interface (default setting). What happens when the user is disconnected from wired
connection? Fortigate does not know the IP address of the wireless interface on this laptop and now the user
is no longer authenticated to the firewall. User may have to sign out and sign back in to make the
authentication request via wireless IP.

This is where RSSO comes into picture. RSSO uses the wireless authentication(802.1x) request from the
Radius server authenticating that request via Radius Accounting. We will discuss more about this in a bit.
Typically, RSSO is solution when third party AP is used but that does not restrict the administrator from using
this solution with FortiAP.

AUTHENTICATION FLOW:

When third-party AP is deployed:

. WiFi Users connects to SSID.

. AP sends Username and Password to the Radius Server,

. Radius Server authenticates the user and sends Access-Accept
message back to the AP
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Username,Framed-IP-Address and Class attribute values to the Fortigate.
. Fortigate matches the user to correct RS50 user group using the Class value
and inserts this information into its Radius DB.
. User traffic is now matched to the correct identidy policy and can access the
network resources as per the policy with a single sign-on,without the need to re-authenticate
to the Fortigate.
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When FortiAP is deployed: (802.1x is used to authenticate the WiFi users )
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The configuration components we will be working are show below:

RSSO Accounting Listener which listens on port 1813 for accounting packets
Radius Accounting and Fortigate Radius Server

Configuring RSSO user group

Configuring WiFi SSID

Configuring NPS (Windows server 2019) for authentication and authorization
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RSSO Accounting Listener which listens on port 1813 for accounting packets

1. Login to the Fortigate and Click on Security Fabric > Fabric Connectors > Create New and select “Radius
Single Sign-On Agent”

2. Enable “Use RADIUS Shared Secret” and provide the Shared Secret configured in the NPS
3. Enable “Send RADIUS Responses” and click on OK
& Dashboard N config user radius
X Security Fabric v | S80/ldentity edit "RS50 Rgent™

Physical Topology set rsso enable

e T set rsso-radius-response enable

Settings set rsso-—validate-reqguest-secret enakle
set rsso-secret ENC TAlcudARY2tuXihXTjREOsgZ
& FortiView N set rsso—-endpoint-attribute User-Name
;Network N set rsso-—context-timeout 0

Connector Settings set rsso—flush-ip-session enable

& System »
B Policy & Obijects N Name RSSO0 Agent neXT
& Security Profiles N Use RADIUS Shared Secret @0 | esesseee end
o VPN N Send RADIUS Responses @D
4. Connect to the CLI and add the above show configuration to the “RSSO Agent”

Please note that the FortiAP uses the attribute “User-Name” to denote the user. Please refer to other
vendor’s documentation for corresponding attribute for this field in their accounting packets.

“rsso-context-timeout” can be used to clear authentication after ‘x’ number of seconds (when set to 0, it
never times out)




Radius Accounting and Fortigate Radius Server

1. Create radius server on the Fortigate and enable “Radius Accounting” on the interface connecting to
the NPS.

Edit RADIUS Server config user radius
Name |[NPS set server "10.10.100.118"
Authentication method Default set secret ENC ZuFofpwEhCS5IM2UlmySfRVa
| Ms-cHAP-v2 - set auth-type ms chap v2
\asip  mm”mm””m.“””””“””.m”m config accounting-server
edit 1

Include in every user group
set status enable

set server "10.10.100.118"

Primary Server set secret ENC 141ifvZMZNSCO03

IP/Name |1010100029 set source-ip "10.10.100.95"
Secret sessenss next
Connection status @ Successful end

next

Test Connectivity

end
Test User Credentials

2. From the CLI, add the above show configuration to send accounting packets for any connection that
uses this server.
3. Accounting packets will now be sent to port 1813 of the radius server

Configuring RSSO user group

1. From User & Device > User Group, Click Create New

2. Provide the name for the group and select “Radius Single Sign-On(RSSO)”

3. Enter the “Radius Attribute Value” for this group. This is the value which the NPS should send to Foritgate
(sent in HEX) and Fortigate will use this value to map the correct group and identity policy.

New User Group

Name Restricted

Type Firewall
Fortinet Single Sign-On (FSS0O)

RADIUS Single Sign-On {RSSO)

Guest
RADIUS Attribute Value € |Restr‘|ct |




Configuring WiFi SSID

Click on WiFi & Switch Controller > SSID > Create New SSID

Provide name for the interface, IP/Netmask and enable DHCP Server

Enter the name for the SSID and select “WPA2 Enterprise”

Now for the authentication select “Radius Server” and choose the Radius server created earlier in this
article and click OK
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WiFi Settings

5510 do not connect

Security mode WPAZ Enterprise -

Client limit »

Authentication Local
o NPS -

Dynamic WLAN assignment (B

Broadcast 5510 o

Schedule @ (@ ahways »®

+

Block intra-S51D traffic >

Broadcast suppression & | ARPs for known clients b4
DHCP unicast x
DHCP uplink x

Before proceeding with the NPS configuration, | would like to explain a bit about Protected EAP. Protected
EAP with MS-CHAPv2 is an EAP type which is more easily deployed with EAP-TLS or PEAP-TLS because user
authentication is accomplished by using password-based credentials (an AD Username and Password) instead
of digital certificates or smart cards. Only server running the NPS are required to have a certificate (we will
see this in the NPS configuration). Administrator can choose not to use “Server Validation “in the wireless
properties in the end-user’s pc, however that is not recommended. When “Server Validation” is enabled, NPS
will present its certificate to the client and the client after examining the certificate will have to Trustit. This
certificate used by NPS can be issued by a public CA or by the private trust root CA deployed in the network.




Configuring NPS (Windows server 2019) for authentication and authorization

Goal here is to authenticate user and return the correct attribute based on user group membership and
forward the Radius Accounting packets to Fortigate for RSSO.

Client and Remote Radius Server Group Configuration.

1. Make sure the NPS service is started and registered to the Active Directory
2. Right-Click on “Radius Clients”, select New and populate the fields — Friendly Name, Address (Fortigate IP)
and shared secret which must match Fortigate Radius server/RSSO agent configuration

@ NPS (Local) RADIUS Clients

~ [ | RADIUS Clients and Servers|

j RADIUS Clients i! RADIUS clients allow you to specify| FGT-RSSO Properties %
35 Remote RADIUS Server =
v Ej Policies Seftings  Advanced
& C ction R ot P Friendly Name IP Address Device
- -onnection Request o Enzble this RADIUS client
| Network Policies E FGT-RSS0 10.10.100.99 RADIUS
& Accounting Select an existing template:

M Templates Management

Name and Address
Friendly name:
[FGT-RSS0 |

Address (IP or DNS):
[10.10.100.99 || Verfy..

Shared Secret
Select an existing Shared Secrets template:

None ~

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

(® Manual () Generate

Shared secret:

[enuses |
Corfim shared secret

Cocel | | ooy

3. Right-Click “Remote RADIUS Server”, select “New”, enter the group name and click on “Add”

@ Jetwork Policy Serve -
File Action View Help
e 25|

Add RADIUS Server >
€ NPS (Local) Remote RADIUS Server Groups
w || RADIUS Clients and Servers

2 RADIUS Clients ;‘? Remote RADIUS server groups allow you to specify wH Address | Authentication/Accounting | Load Balancing

_ﬁ Remote RADIUS Server Select an existing Remote RADIUS Servers template:
A4 ‘_Ej Policies = .
| Connection Request Pa| | Group Name

lew Remote RADIUS Server Group X Type the name or IP address of the RADIUS server you want to add.
Group name:
Acc-amp | Server:
[10.10.100.95] | | Venfy
RADIUS Servers:
RADIUS Server Priorty Weigrt [ Aga. |
Edit
Remove
OK Cancel

Cocl




4. Use the IP Address of the Fortigate Interface that was configured to listed for “Radius Accounting” in the
previous step
5. Navigate to “Authentication/Accounting” tab:
a. Un-check “Use the same shared secret for the authentication and accounting”
b. Enter the shared secret configured on the forigate for the Radius server/Rsso Agent and click OK

Edit RADIUS Server *

Address  Authentication/Accounting  Load Balancing

Authentication port: a1z

Select an existing Shared Secrets template:

None ~

Shared secret: | |

Confirm shared secret: | |

[] Request must contain the message authenticator attribute

Accounting

Accounting port: 1813

[[] Use the same shared secret for authentication and accounting.

Select an existing Shared Secrets template:

None ~

Shared secret: | -------- |

Corfirm shared secret: | vvvvvvvv |

Forward network access server start and stop netifications to this server

Cancel Apply




Configuring Connection Request Policy

1. Right-Click on “Connection Request Policy” and select New
2. Provide a name for the policy and navigate to “Conditions” tab by clicking “Next”

MNew Connection Request Policy X
You can specify a namefor your connection request policy and the type of connections ta which the policy is applied

! Specify Connection Request Policy Name and Connection Type

Policy name:
RS50-POLICY-CONNECTION]|

Network connection method

Select the type of network access server that sends the connection request to NPS. You can select either the network access server
type or Vendor specific, but neither is required. I your network access server is an 802.1X authenticating switch or wireless access point,
select Unspecified.

(®) Type of network access server:
Unspecified w
(O Vendor specific:

10 =

Previous Finish Cancel

3. Click “Add” and select a condition. Adding “Client IPv4 Address” binds this connect policy to the network
policy in the next step. Provide the IP address of the Foritgate and Click ‘OK” and “Add”

B Network Policy Server —

File Action View Help e Client [Pvd Address * %

4= $ | '-‘-'J | Select a condition, and then cli Specify the |Pv4 address of the RADILUS client. You can use pattem matching

ew Connection Beaues = syntax.
% NP5 (Local) lew Connection Reques| Dz time restrictions -
~ | RADIUS Clients and Serv Da .
- i ) Dayand Time Restr)  [10.10.100.99
j RADIUS Clients SDECﬂ Day and Time Restrig | e These
i:-j Remote RADIUS Ser : Specify th restrictions are based
v [=] Policies r i RADIUS Client Properties _OK Cancel
.3' Connection Requesti '] Calling Station ID
“] Metwork Policies The Calling Station |0 condition specifies the network 3c0ess server telephone number iz v The access client.
. Conditions:
B Accounting | g, ClientFriendiy N
M8 Templates Management Condtion The Client Friendly Name condition specifies the name of the RADIUS client that forwarded the connection reguest to
~ NPS.
Client IPv4 Address
& The Client IP Address condition specifies the IP address of the RADIUS client that forwarded the connection request
—*— to NPS.
B Clinnt 100 Add, ~
_—
Condition description:

Edit... Remove

Previous Next Finish Cancel




4. Next step in to Specify the Connection Request Forwarding. For Authentication, leave as default
(Authenticate requests on this server). Click Accounting and check “Forward accounting requests to this

remote RADIUS server group” and the select the remote radius server group created earlier. Click on
Next.

Mew Connection Request Policy .

Specify Connection Request Forwarding
]
£

The connection request can be authenticated by the local server or it can be forwarded to RADIUS servers in a
E remote RADIUS server group.

If the policy conditions match the connection request, these settings are applied.

Settings:
F ding Connecti
nggl g on o RADIUS accounting allows you to recond user authentication and accounting requests in a
_— log file orto a SQL Server database. To forward accounting requests to remote RADILS
=p Authentication servers, specify a remote RADIUS server group.

Forward accounting requests to this remote RADIUS server aroup

Accgmp ~ MNew...

Previous Finish Cancel

5. Leave Specify Authentication Methods to default and Click on Next
6. Click Next on Configure Settings dialogue
7. Click Finish on the Completing connection request policy




Configuring Network Policies

1.

Right-Click on “Network Policies” and select New
Provide a name for the policy and navigate to “Conditions” tab by clicking “Next”

Click “Add” and select a condition. Select “User Groups” and the group for the restricted users. Click OK
and Add.

. Specify Conditions i Type  Source
1]

. d Specify the conditions that determine whether this network policy is evaluated for a connection request. A minimum fccess Unspeqﬁed
of one condition is required. cess  Unspecfied

Access  Unspecfied

Conditions:
Select Group x
Condition Value
Select this object type:
|Gmup | Object Types...

Specify the arou

From this location:

Select a condition, and then click Add.

fortilab Jocal i
Groups Groups | | Locations...
= ® Windows Groups N Enterthe object name to select (examples):
=i~ The Windows Groups conditiof Resticted User Check Names

groups.

] Machine Groups
AR The Machine Groups condition

§s UserG Advanced... 0K Cancel
Sy The User Groups condition spy T -
Conditio| fime res 5 Add Groups... Remove

Day and Time Restrictions
Diay and Time Restrictions spe Cancel
restrictions are based on the ti|

tword after it has
Connection Properties

Previous Nesxt Finish Cancel

Leave Specify Access Permission to default (Access Granted) and click on Next
Next few steps are important because this is where the NPS certificate is linked. In the configure
Authentication Methods page-

a. Select Add and Click on Protect EAP ( PEAP)

Configure Authentication Methods
1]
ol

Configure one or more authentication methods required for the connection request to match this policy. For EAP
authentication, you must configure an EAP type.

Add EAP x
EAP types are negotiated betw:

Authentication methods:
EAP Types: Microsoft: Smart Card or other cenficate

Microsoft: Protected EAP (PEAP)

Microsoft: Secured password (EAP-MSCHAP v2)

Cancel

Less secure authentication methods:
Microsoft Encrypted Authertication version 2 (MS-CHAP-v2)
Lger can change password after it has expired
Microsoft Encrypted Authentication (MS-CHAP)
User can change password after it has expired
I Encrypted authentication {CHAP)
] Unencrypted authentication (PAP, SPAF)
[[] Allow clients to connect without negetiating an authentication method

Previous Next Finish Cancel




b. Click on PEAP and click on Edit, select the certificate that the server should use to prove

M

EAP types are negotiated between NPS and the client in the ordeq

EAP Types:

its identity to the client.

Configure Authentication M

Configure one or more authentication metho
authentication, you must configure an EAP ty

Edit Protected EAP Properties x

Select the certificate the server should use to prove its identity to the dient.
A certificate that is configured for Protected EAP in Connection Reguest
Policy will override this certificate.

Certificate issued to:

dcl ~
Friendly name: de1
Issuer: del

Microsoft: Protected EAF (PEAP)

Expiration date: 9f17/2025 9:53:53 PM

Enable Fast Reconnect
[ bisconnect Clients without Cryptobinding

Add...

Less secure authentication methods:
Microsoft Encrypted Authentication version 2 (MS-CHAP-v2)
User can change password after it has expired

Microsoft Encrypted Authentication (MS-CHAP)
User can change password after it has expired

[ Encrypted authentication (CHAP)

[] Unencrypted authertication (PAP. SPAF)

[] Allow clients te connect without negotiating an authentication method

Eap Types
2 Move Up
Move Down
Remove
Add Edit Remove Cancel
thange passwon
Previous Next Finish Cancel [

6. Leave Configure Constrains to default
7. In Configure settings, Add a Standard Radius Attribute — Class, provide the value for the string. This value
should match the sso attribute value in the rsso user group. (case-sensitive). Click OK>Add>Next.

s=)| &
[ NP5 (Local)

Network Policies

Attribute Information

¢+ [ RADIUS Clients and Servers
E RADILIS Clicnte * Network palicies allaw vau ta desianate. thew can arci
e Network P S Shandard RADILE Ay Attribute name: %
ew Network Po dd Standard RADIUS Class
Cunﬁgure Settings To add an attribute to the settin b te number:
2'5 -
A NP5 applies settings to the connect| Edadd OTEANITIEETE] en click
3 matched. : Attribute format:
Access type: OctetString
Al . ;
Corfigure the settings for this network policy. Enter the attribute value in:
If conditions and constraints match the connection req (®) String
Attributes: T
Settings: ! ~
Mame
RADIUS Atiributes -
- Tosendadd | pcct-interim-Interval |Restnct|
your RADIUS Callback-Number
7 Vendor Specific Class
- i Cancs
Routing and Remote e
Access Framed-Apple Talk-Link
#’ Multilink and Attributes: Framed-Apple Talk-Network W
7 Bandwidth Allocation < >
Protocal (BAP) Name
= . Framed-Prg L
T IP Filters Service-Ty| Description:
% Encryption Specifies the classification of accounting records.
ifi IP Settings
Edit Remove thange password after it has expired)
Previous Nesxt Finish Cancel

8. Verify and click on Finish.






