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1.1 Version History

Version Date Revision History Author
1.0 03/10/2017 First Version Rolando Antoén



2 Introduction

2.1 Issue ldentification

While investigating FortiGate events on the FortiSIEM and trying to create new reports
based on the malware name and type found by FortiGate, we were not able to do it. We
double check and found that those details are available on the log sent by FortiGate,
however this info wasn’t identified by the parser. The evidence bellow:

Go to: Analytics > Historical Search:

Structured Search:

Event Type = FortiGate-antivirus-infected-file-detect

When we select one of the records matched:

Event Details &

Raw Event Log: E
<189>date=2017-03-06 tme=10:07:23 devname=FG100D01 devid=FG100DIG18815785 logid=0211008103
type=utm subtyp s ever I=notice vd=root msg="File is infected.” action=monitored
service= HTTP sessi o'wd 37988535 p 10.10. 33 105 dstip=52.11.8.202 srcport=59198 dstport=80
srcintf="viapiane Siaie: -oming filename="www.bat" quarskip=File-was-not-
quarantingll. virus="W32/CoreBot.DH!tr" dtype="Virus"
ref="http:/AVteon g s o " virusid=7321613 url="http://52.11.8.202/www.bat"
profile="fsa_av" user="" agent="python-requests/2.10.0"
analyticscksum="3ee62b47f2370fa7222e7661bb015e3aacBc1c354bfb74236582b2591ad7b73"
analyticssubmit=false crscore=50 crlevel=critical
Display | Filter  Group By ' Item Value ,J
| | | Collector ID 1
| [ [ Count 1
| | | Customer ID 2,000
| | | Customer Name FortiLabs
| | | Destination City Wilmington
| | | Destination Country United States
| | | Destination Host Name ©c2-52-11-8-202.us-west-2.compute.a...
v [ [ Destination IP 52.11.8.202
| | | Destination Interface Name wan1
| | | Destination Latitude 39.5645
| | | Destination Longitude -75.597
| | | Destination Organization E.l. du Pont de Nemours and Co.
| | | Destination State Delaware
| | | Destination TCP/UDP Port 80 (HTTP) Al

Even when we review all the parsed fields of the event, we can’t find a field with the virus
name or type as provided by the raw log.

2.2 Impact

Because of this we can’t create detailed reports like by example, top malware and with
the information of source and destination IP.



3 Solution

3.1 Identify the parser

From the event details if you scroll the details you will find a field related to it labeled as “Event
Parser Name”:

Event Details & X
- . S ELE — —
R [ Destination Country United States =
] [ [ Destination Host Name 2c2-52-11-8-202.us-west-2.compute a...
vl [ Destination IP 52.11.8.202
B [ Destination Interface Name wan1
| [ Destination Latitude 30.5645
N [ Destination Longitude -75.507
| [ Destination Organization E.J. du Pont de Nemours and Co
] [ [ Destination State Delaware
| [ Destination TCP/UDP Port 80 (HTTP)
| | [ Device Time 10:07:23 03/06/2017
| | | Device Type Virus
] [ [ Event Action 0 (Permit)
| | | Event ID 4685150087362686340
v [ [ Event Name An infected file was detected
| [ Event Parse Status 1 —
] [ [ ‘ Event Parser Name FortiGuardParser
% [ [ vent Receive Time
] [ [ Event Rule Trigger 1
v [ [ Event Severity 4
] [ [ Event Severity Category Low
% [ [ Event Type Fort:Gate-antivirus-infected-file-detect
N [ External Event Receive Protocol Syslog
| | | File Name www.bat E

We are going to also keep a copy of the raw event:

<189>date=2017-03-06 time=10:07:23 devname=FG100DO01 devid=FG100D3G16815785
logid=0211008193 type=utm subtype=virus eventtype=infected level=notice vd=root msg="File is infected."
action=monitored service="HTTP" sessionid=3798853 srcip=10.10.30.105  dstip=52.11.8.202

srcport=59198 dstport=80 srcintf="vlan_lan" dstintf="wan ofe d proto=6__d on=incoming
filename="www.bat" quarskip=File-was-not-quarantined. .DH!tr"
ref="http://www.fortinet.com/ve?vn=W32%2FCoreBot.DH%21tr" virusid=7321613

url="http://52.11.8.202/www.bat" profile="fsa_av" user= agent="python-requests/2.10.0"
analyticscksum="3ee62b47f2370fa7222e7661bb015e3aac8c1c354bfb7423658e2b2591ad7b73"
analyticssubmit=false crscore=50 crlevel=critical

3.2 Parser Modification

3.2.1 Clone Current Parser

Go to: Admin > Device Support > Parsers

Use the find box for find “FortiGuardParser”. Before clone it, we must first disable it, just
select the item and use the “disable” option, after that selcet the “Clone” option, you will
get the following window:



Clone Event Parser Definition

Device Type

Test Event

Parser XML

* FortiGuardParser-19:02:10

#_Fortinet FortioS
* <189>date=2016-10-17 time=15:57:41 devname=FWF60D1 devid=FWF60D4613015384 logid= type=event va=root
lcadesc="Wireless client IP assigned” sn="FWF60D4613015384" ap="FWF60D-WIFI0" vap="wili60" ssid="wifi60" radioid=1 user="N/A" group="N/A"
stamac=00:13:02:0:07:38 srcip=172.16.100.3 channel=6 radioband="802.11g" securty="WPA2 Personal’ yption="AES" action="cl p-di d”
reason="Reserved 0" msg="Client 00:13:02:¢0:07:39 had an IP address detected. (by ARP packets)”
Search < L=
1 <eventFormatRecognizer><![CDATA[\s(?:device_dIdevid)=(?:APSIFIFGIFGDIFGPIFGRIFGTIFGVMIFRILFILFGIFWFIFW)- (<]
2 7dwns|></eventFormatRecognizer> 3

3 <patternDefinitions>

4 <pattern name="patld"></[COATA[\¥{5}| p</pattern>

5 <pattern name="patFioat'><!{COATA[\I+(?)\\d+)?| b</pattern>
6 </patternDefinitions>

7 <parsinginstructions>

8

9 < parsing common fields ->
10 <switch>

11 <case>

12 <collectFieldsByRegex src="$_rawmsg'>

13 gex></[CDATAl<gPatSysiogl _mon:gl day.gPatDay>s+<_timegPatTime>
14 Dots+<_body.gP ge;

“gPatip’
15 </collectFieldsByRegex>
16 </case>

17 <case>
18 <collectFieldsByRegex src="$_rawmsg'>
19 gex><![CDATAKgPatSysiogPRL g daygPatDay>s+<_timegPatTimex's+<_body.gPatMesgBody{p</regex>

20 </collectFieldsByRegex>
21 </case>

22 <case>
23 <collectFieldsByRegex src="$_rawmsg">
24 <regex><![COATAKQ ysiogl body:qf ge; E

(o | ot ) o | (G [ |

Enabled V]

Description

Save Cancel

Before start anything, we are going to save the cloned parser so it can continue working
with new events. For do that we must first select the following options:

1. Select the “Validate” option and wait for confirmation that there is no error.
2. Select the “Test” option, and then “Test” again, you will get this window:

Test Parser

New

«189»datew2016-10-17 time=15:57:41 devname=FWFE0D1 devideFWFB0D4613015384 logid=0104043579 typesevent sublypeswireless levelsnotice
vd=root logdesc=""eless client IP assigned” sn="FWFBE0D4613015354" sp="FWFBE0D-VIFID" vap="wifi60" ssid="wifi60" radioid=1 user="N/a"
group="N/A" stamac=00:13:02:e0:b7:39 srcip=172.16.100.3 channel=6 racioband="802.11g" security="VWPA2 Personal" encryption="AES" action="cliert-
Ip-detected” reason="Reserved 0" msg="Client 00:13:02:e0:b7:39 had an IP address detected. (by ARP packets)"

<185>date=2010-04-11 time=20:31:25 devname=APS3012404200944 device_id=APS3012404200944 log_id=0104032002 type=event subtype=admin
pri=alert vderoot user="root" ui=ssh(10.1 20.21) action=login status=failed reason="name_invali" msg="Administrator root login failed from
$sn(10.1.20.21) because of invalid user name"

<177>date=2013-03-11 time=12:16:18 devname=FortiGateS0C devid=FGTE0C3912622808 logi 32002 typ it st

vde"root” user="admin" ui=ssh(10.1.1.100) actionslogin status«failed reason="passwd_invaid" msg«"Administrator admin login failed from
22n(101 1 4000 baraiies of insslid nas st

Test L (801 8)

Result Event Expected Parser Used Parser Details Error
Passed =181 =date=2013-03- Forti 18: Forti 18, i

Passed 2010-04..., i -18:... { A8 «p

Passed «177>date=2013-03-...  Forti 18....  FortiGe 8. <pi

Passed <181 >date=2013-03-...  Forti 18....  Forti 8. =p

Passed < 2016-10-...  For 18:... F -8 <par

Passed <181 =date=2013-03-...  Forti 18:... | Forti A8 <par

Event Attribute Type Value




Once you are back to the Parser Definition window, don’t forget to leave the “Enabled”
checkbox selected, then save.

3.2.2 Edit Cloned Parser

Select the new cloned parser, and then select “Edit”. On the right of the XML code there
is a grey bar, just click on it for see the “XML Tree”. Now select the option “Generate Tree”
and then “Show XML Tree”, you will get this screen:

Edit Event Parser Definition (o] %

Name * FortiGuardParser-18:25:49

Device Type ¥ Fortinet FortiOS M ]

e T ey

logdesc="Wireless client IP assigned” sn="FWF60D4613015384" ap="FWF&00-WIFI0" vap="wili60" ssid="Wifi60" radiold=1 user="N/A" group="N/A"
stamac=00:13:02:¢0:07:39 srcip=172.16.100.3 channel=6 radioband="802.11g" security="WPA2 Perscnal’ encryption="AES" action="client-ip-detected"

Test Event % <189>date=2016-10-17 time=15:57:41 devname=FWF6001 devid=FWFB0D4613015384 logid=0104043578 type=event subtype=wireless level=notice va=rcot
reason="Reserved 0" msg="Client 00:13:02:¢0:b7:39 had an IP acdress detected. (by ARP packets)”

Parser XML | Search 4 o

1 <eventFormatRecognizer><![COATA[\s(7:device_ididevid)=(?:APSIFIFGIFGDIFGPIFGRIFGTIFGVMIFRI g

2 LFILFGIFWFIFW)-7dw"s]b ormat! gni. =

3 <patternDefinitions> €] evelit-ofinatecognizer =
4 <patternname="patld"><!/[COATA[\¥{5}| p</pattern> D \s(?:device_id|devid)=(?:APS|F|FG|F(

5  <pattern name="patFloat'><!{COATA[\I+(?\.\d+) 7| p</pattern> @ g] pattemDefinitions

6 </patternDefinitions>

7 <parsinginstructions> ©fe] pattern

8 Q[¢e] pattern

9 < parsing common fields -> © €] parsinglnstructions
10 <switch> ©[e] switch

1 <case>
12 <collectFieldsByRegex src="$_rawmsg's> ©[€] setEventAttribute
13 <regex></[CDATAl<gPatSyslogPRI><_mon:gPatMors+<_day.gPatDay>s+<_timegPatTime> @[e] setEventAttribute =

14 <eptDevipAdargPatipV4Dotss+<_body:gPatMesgBody>]p</regex> @[¢] collectFieldsByKeyValuePair
15 </collectFieldsByRegex>

ch
16 </case> @ /€] cheose
17 <case> @[¢] collectFieldsByRegex
18 <collectFieldsByRegex src="$_rawmsg'> @[] setEventAttribute
19 @[¢e] choose
20 <regex><!/[CDATAl<gPatSyslcgPRI><_mon:gPatMors+<_day.gPatDay>s+<_time:gPatTimexs+<_bod
21 y:gPatMesgBodys{p</regex> ©[€] choose
22 </collectFieldsByRegex> @[e] when
23 <case> ®[€] when v
24 <case> ~ [ ] C
Validate Test Reformat Generate Tree Clear XML
Enabled | |

Description

Save Cancel

For understand the structure of the XML is better to reference this document:

https://accelops.atlassian.net/wiki/display/docdev/Event+Parser+XML+Specification

This is also a good read:

https://accelops.atlassian.net/wiki/display/docdev/Creating+a+Custom+Parser

As we are not building a parser from scratch, we need to check if some requirements
already exist like:



- Event Types
- Event Attributes Types

Using the keyword “virus” we found that the “Event Attribute Type” already exist:

Admin > Device Support Settings

Devicel/App Types | Event Attribute Types || Event Types Parsers || Performance Monitoring || Custom Properties Dashboard Columns
Clone Apply A virus “Zs Refresh

Name Display Name Value Type Display Format Type Description
virdbVer Virus Database Version STRING

avenVer Anti-Virus Extension Database Ver... STRING

virusName Matware Name STRING

virusType Mahware Type STRING

virusAction Mahware Action STRING

virusQuarantStatus Malware Quarantine Status STRING

We can define the following info related to the event:

- Event Type:

o FortiGate-antivirus-infected-file-detect
- Event Attributes Types:

o virusName

o virusType

After read and better understand the current parser, we found that the
“collectFieldsByKeyValuePair” has a list of the fields processed, and we also found that
the virusName and virusType fields doesn'’t exist in the list.

? Ediit Event Parser Definition @ x

Hame * FortiGuardParser-18:25:49

Device Type % Fortinet FortioS M
Test Event #+ <189 date=2016-19-17 time=15:57:41 d ids=l 13015384 1ogid=0104043579 type=event subtypeawireless level=notice -
wd=root logdesc="wireless client IP assigned” sn="FWFEID4613015384" ap="FWFEAD-WIFIZ" vap="wifies" ssid="wified" radioid=1 user="N/A"
group="N/A" stamac-06:13:02:e0:b7:29 srcip=172.16.109.3 channel=6 radioband="892.11g" security="WwPA2 Personal” encryption="AES"
action="client-ip-detected" reason="Reserved 0" msg="Client 00:13:02:e2:b7:39 had an IP address detected. (by ARP packets)" v
Parser XML @ '
22 body: gratiesgBody> ] 1> </regec [<]
23 «/collectFieldsByRegec
24 </ase> © €] eventFormatRecognizer =
25 «case ©[¢] patternDefintions
26 «collectFieldsByRegex sre="%_rawmsg's N "
rsinginstructions:
27 <regeo <! [CDATA[ <:gPatSys1ogPRI> 2 <_body: gPatMesgeody> 11> </ regec O [g] parsing
28 </collectFieldsByRegec ©[e] swich
29 </ case> ©|e] setEventattrbute
30 </switchy =
setEventAttribut
31 <setevemtatiribute attraeventType"s "FortiGate.Generic"</setEventattribute Of[e] setEveniatibuie )
32 <seteventatiribute attr="totFlos "> 1¢/setEventattribute O [¢] collectFiekisBykeyValuePair
33 ©[e] choose
39 <collectFieldsByKeyvaluePair kusepe"«" seps" " srce"$_body"> -
38 cattreymap attr="sessionId" key on_1d"/> O [g] collectfiekisByRegex
36 <attrkemap attr="hitpUseragent” key="agent"s> ©/[€] setEventAttribute —
37 <attreyMap attrs"encryptalge” keys"encryption'/> ©[g] choose
38 <attreymap attr="wlanradiolc" key="radioid"/> -
choo:
39 <attrkeyap attr="profiledetails’ key="profile"s> ¢, henze
40 <attrkeyMap attr="deviceType" keys="dtype"/> ©[e] when
41 <attrieyMap attr="fileNane" key="filename"/> ©[e] when
a2 action" key= am-:.n /> g when
a3 ppGroupName” key="app_cat"/>
44 pRGroupNane” key="appcat“/> ©[¢e] when
4as ©[¢] when E
46 <attrKeymap attr="apphame" key="app"/> vl [«] 1 | T

|_vaidate | [ Test | [ Reformat | [ Generate Tree | [ ClearxmL |

Enabled [ ]

Description

Save Cancel




At the end of the section we are going to add the following lines:

<attrKeyMap attr="virusName" key="virus"/>
<attrKeyMap attr="virusType" key="dtype"/>

It will look like this:

Hame # FortiGuardParser-18:25:49

Device Type | Fortinet FortiOS

Test Event = not-quarantined. virus="w3z/CoreBot.DH!tr" dtype="virus" ref="http:/fwww.fortinet,
url="http://52.11.8.202/www.bat" profile="fsa_av" user="" agent="python-requests/:
analyticscksun="3ee62bd7f2370fa7222e7661bb@15e2aac8clc354bfb7423658e2b25 91ad7b73 "

Parser XML | Search P Prev || BN
175 cattrkeymap attr="_xavthuser" key="xauthuser"/>
176 cattrkeyMap attr="wlanChannelId” key="channel"/>
177 <attrkesMap attr="radiogand" key="radioband"/>
178 cattrKeytap attr="wlansecuritysetting" key="security"/>
179 <attrkeyMap attr="localvonIpaddr" key="assignip"/>
189 <attrKesmap attr="vulnNane® key="vuln"/>
181 cattrkeyMap attr="wulnId" key-"vuln_id"/>
182 cattrkeyMap attr="infourL" key="wvuln_ref"/>
183 cattrKkesmap attr="wulnscore" key="wuln_score"/>
184 attrKestan o ! ploan pu_" g cot"/>
i8S key="vir
186
187
188 <choose

Now we need to validate and test the parser before use it.
Click on “Test”, and then “New” for add the raw log we previously saved:

| JastRacir (o] %

$ ) J|_Delete Test Q (8 of 8)
«189>date=2016.10.17 time=15:57-41 devname=FA\FE0D1 devid=FWFE0D4613015384 logid=0104043579 type=event subtype=wireless level=nctice

j vd=root logdesc="Wireless clent IP assigned" sn="FWFE0D46130153584" ap="FWFE0D-WIFI0" vap="wifi50" ssid="wifl60" raciold=1 user="N/a"

1 group="N/A" stamac=00:13:02:e0:b7:39 srcip=172.16.100 3 channel=6 radioband="802 114" security=""WPA2 Personal" encryption="AES" action="client-
|

!

N l,l

ip-detected’ reason="Reserved 0" meg="Client 00.13.02e0h7.39 had an IP address detected. (by ARP packels)”

=185>date=2010-04-11 time=20:31:25 devname=APS301 2404200944 device_|d=APS3012404200944 log_id=0104032002 type=event suotype=acmin
pri=alent vd=root user="root" ui=ssh(10.1.20.21) action=logn status=faled reason="name_invaid" msg="Administrator root login faied from
ssh(10.1.20.21) because of nvalid user name"

=177>date=2013-03-11 time=12:16:18 devname=FortGates0C devid=FGTE0C391 2622808 logid=0100032002 type=event subtype=system leve=aert
l vd="roof" user="admin" ui=ssh(10.1 .1 100) action=login status=failed reason="passwd_invalid" msg="Admmnistrator admin login failed from
J Laeh10 4 1 1000 hacausa ol invalid naesusorad®

[«

o L . L PR Lan - A L

¥ New Event [ex -

Event = =183=date=2017-03-06 time=10:07:23 devname=FG100001 devid=FG10003G16815785 logid=0211008193 type=utm A
subtypesvirus eventtypesinfected levelsnatice vderoot msge"File is infected " actionwmonitored services"HTTP"
sessionid=3798853 srcip=10.10.30.105 dstp=52.11 8.202 srcport=59198 dsiport=80 srcinti="vlan_lan" dstint{="wan1"




After save the log entry for test, we must select “Test” for start the parser validation. If all
went ok you should be able to see that the last record which is the one we added manually
now is able to identity the virus name and type as show in the following window:

| TestPorser @ X
| New (9of 9)
date=2014.04.16 time=10:24:18 de TNEPEISKB3E1 2701005 log_id=12546 subtype=uwrifiter type=webfiter pri=information time=1397673371 ;
| urititter _icix=87 urifitter _list=X3C000000K vd=YDOMNAME policyid=6 identidx=0 seria=1763408524 src=1.1.1.1 sport=425633 src_pont=42653
| sre_int=X}XXXXXX dst=2.2.2 2 dport=80 dst_port=80 dst_int=XXXXX
«183»logver=54 dtime=1479742802 devid=FGYM020000073178 devname=FGYM0O20000073178 vd=roct date=2016-11-21 time=1540:02
logic=0000000015 type=traffic subtype=torward level=notice vd=root srcip=192.168.69.206 srcport=37056 srcintf="port1" dstip=6.8.8.8 dstport=53
dstintf="port2" poluuid=h19ed2d3-8005-51e6-0ffa-1517c5287252 sessionid=2907171 proto=17 action=start policyid=1 policytype=polcy
dstcountry="United States” srccountry="Reserved" trandisp=snal transip=81.142.0 49 transport=37056 service="DNS" ion=0 0 re yte=0
sentpkt=0 appcat="unscanned"
=189=date=2017.03.06 time=12:02 32 devname=FG100D01 devid=FG100D3G16815785 logiki=0211008193 type=utm subtype=virus eventtype=infected
laval=notica wd=ract mea="Fila ie L] MHTTO" ARVAN_ercin=1010 20105 detin=1Q3 2R 159 10N L
Result Event Expected Parser Used Parser Details Error
Passed <181=date=2013-03-... FortiGuardParser-18:... FortiGuardParser-18:... <parsedResut> "_‘
Passad <189=date=2016-10- FortiGuardParser-18: FortiGuardParser-18: <parsedResut=
Passad «181»date=2013.03-..., FortiGuardParser-18:... FortiGe sar18... «p dResuit> ]
Passed date=2014-04-16 tim...  FortiGuardParser-18:... FortiGuardParser-18:... «parsedResult»
Passed <189=logver=54 diim... FortiGuardParser-18.... FortiGuardParser-18.... <parsedResut> J
Passed <169=date=2017-03-... FortiGuardParser-18.... FortiGuardParser-18:... <parsedResult= -
Event Attribute Type Value
Total Flows 1 ;
URI Stem hittp: fkvgghnprtxpesip tunnelclothing runethost exe
User defined msg Fie is infected.
Virtual Domain root
Malvvare Name W32Kryptik FNRMItr
Malware Type Virus ;”
Close

Save it, and don’t forget to click on “Apply” on the Parser panel, that will run an extra test
and after confirming the “Passed” result message, we are going to confirm again the
“Apply” option.

‘ Admin > Device Support Settings

Device/épp Types || Event Aftribute Types || Event Types || Parsers || Performance Moritoring |  Test Parser (o] %
[Cnew ][ o | JCoe | ] |CFixorder | [apply | G| | Resutt Event Expected Parser Used Parser Details Error

Enabled | Hame ] Passed |

true SysloghGParser

true ApacheViaSnareParser

true ArubaWLANParser

true AstaroSecureGwParser

true BindDNSParser

true BlueCostAuthParser

true BlueCostParser

true BluecoativebProxyParser

true CheckpointParser

e EEEERT Event Attribute Type Value

true CiscoACSParserPlus

true CiscoACSParser

true CiscoASAParser

true CiscoCSAParser

true CiscoPWSMParser

true CiscolOSParser

true CiscolPSParser

true CiscoPiXParser

true CiscoVPN3KParser

true CiscoWLCIParser

true CiscoLCParser

true DelHwChassisTrapParser

true BrocadeSanSwichParser fozs,

true DellHwStorageTrapParser

true FortiGuardParser-18:25:43 Fortinet Fortios User

false FortiGuardParser Fortinet Fortios System

10



3.3 New Parser Validation

Go to: Analytics > Real-Time Search, and use the following query:

Adhoc Report Time Range: Last 10 Minutes - 13:24:13 03/09/2017 to 13:34:12 031092017

Fiter Criteria: (O Simple  (2) Structured [Load Report Show v Display Fields:
Event Type = FortGate-antivirus-infected-ie-detect AND Malware Name IS NOT NULL ; Group by: Source IPDestination Piatware Name | ¥| = | | CUNTMstched Events) [ ¥ -
| Conditions o
Paren | Attribute Operator Value Paren | HextOp | Row
=HE Event Type el | = v || FortiGate-antivius-infectect-fie-detect [-.|[e] | [#][=] ano | v | [#HE
EHE  MawaeName  [v][=]e] [isnor T P 3 = =} v EE
Group By
Attribute Row
CliJel | @e

Save As Fifter Criteria Set oK

Then select one of the matched events, you will find that now the Malware Name and
Malware fields has the malware details:

Event Details & X
B | [ External Event Receive Protocol Syslog —
B [ [ File Name www.bat
B [ [ Firewall Rule 1
() [ [ HTTP User Agent python-requests/2.10.0
B [ [ IP Protocol 6 (TCP)

O | I o Odicat comivePvn=W32%.

(] [ [ Mahware Name W32/CoreBot.DH!tr

(] [ [ Mahware Type Virus

8 | [ iy ee -

(] [ [ Relaying IP 172.16.0.1

(| [ [ Reporting Device Name FG100D01

I [ [ Reporting IP 172.16.0.1

(| [ [ Reporting Model FortiOS

(] [ [ Reporting Vendor Fortinet

B [ [ Service Name HTTP

= [ [ Source Host Name box

v [ [ Source IP 10.10.30.105

(| [ [ Source Interface Name vian_lan

(] [ [ Source MAC 00:50:56:A4:DC:48

(] [ [ Source TCP/UDP Port 42,728

(] [ [ System Event Category 0

(] [ [ Time skew 10,827

(] [ [ Total Flows 1 E
- v e i aemnnns

3.3.1 Reports and Dashboards

Now we can create queries like the following example:

FortiGate Top Malware Found
Report Hame:  FortiGate Top Malware Found || Anomaly Detection Baseline
Description:
Conditions: | paren Attribute Operator Value Paren HextOp  Row
FHE= Evert Type el | [= v || FortiGate-antivirus-infected-fie-detect [-..| €] [FH[=] avo | v | FHE
HE= Malware Name []l=I(e] |[1s nor v | o [=]le] == v | ®=E
Group By: | attribute Row

Source P BE@ =]
Destination IP []l-]le] ==

Malware Name e mE
Display Columns: | attribute Order Display As Row
COUNT(Mstched Events) \L‘U\ﬂ v BHE

11



After save the report we can execute it and

show the result:

save | [ Export | [ Email | [ Copytoew Tab

FortiGate Time 10 10:44:33 03/102017
Fiter Crteria. () Simple (2) Structured [ Load Report Show: v Dispiay Fies: Tine: For Organizations:
Event Type = F AN 1S NOT NULL ; Group by: Source 104433 [+ [ [] [ run_] [ Real Time Searcn
Chartfor: [ COUNT(Metched Everts) | v ] Interval: 2 minutes [MIZT4] countmatehed Events) 2 A GEE )
4
B (17%) 10.10.30
(@7%) 10.10.3¢
a B (17%) 10.10.3¢
m (17%) 10.10.3¢
m (5%) 10.10.30.
2 B (4%) 10.10.30.
(4%) 10,1030,
1 B (4%) 10.10.30.
B (4%) 10.10.30.
W (4%) 10.10.30.
o
300 400 s00 600 700 00 a0 1000
Page 1 of1 Totel 15
Chart | Source 1P Destination IP Malware Hame COUNT(Matched Events)
W 101030105 463021395 waziagent Yitr 4
@ 101030105 1071800131 USiFakedaiery Ot 4
W 101030105 1097142125 JSiagent NPt 4
W 101030105 183238152190 WaZAKryptk FPICET 4
W 101030105 265821987 ISorka Ftr 2
[ 101030105 7412526132 ISorka Ftr 1
[ 101030105 7412531132 ISiorka Fir 1
[ 101030105 7785211 251 - Wa2Forelgn FFRUPDCEY 1
[ 101030105 77421194187 = wa2Foreign FFRUPDCHY 1
[ 101030105 1822555201 = wazirjector DIHIr 1
[ 101030105 18823921192 = Wa2Foreign FFRUPDCEY 1
[ 101030105 21323147237 = Wa2Foreign FFRUPDCEY 1

The parser correction enabled also to identify other
Antivirus-Botnet” which will help us to identify botnet
following example:

FortiGate Top Botnets Detected Time Range: 10:51:27 030312017 to 10:51:27 03/10,2017

v Display Fields:

[][=] [counteustchea

Fier Criteria: () Simple (&) Structured  [Load Report | [CreateRule | Show:

Event Type = FortiGate-antivirus-botnet AND Maiware Name IS NOT NULL ; Group by: Malware Naime Source IFDestination P

Chart for: | Total Interval: 1 hour

7
6
5
a
3
2
1
o
031042017 03052017 03082017 03072017 031082017 030812017
& Locations
Chart | Malware Name: Source IP Destination IP
W zes 101030105 216218135114 =
@ dridex 101030105 216218135114 =
W Forsion 101030105 18512843213
W dofoi 101030105 18512843213
W Faret 101030105 18512843213
[ RansomLockyV2 101030105 18512843213
[0 Andromeda 101030105 18512843213
O Pimrost 101030105 18512843213

We can also add those reports as widgets to create new

Dashboard > My Dashboard > Fortinet Security Fabric > FortiGate

falvware Found @ 10:55:31 tnets Detected

Malware Nan

2iKryptik FPICHr
fanka Fir
nka. Fhr

onka Fir Anc

V32/Foreign FFRUPDCHr Plimro

gn FFRUPDCHy

Aniector DAHEr
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Rl [rostar wm- sz o]

‘Event Types” like “FortiGate-
connections/callbacks like the

save | [ Export | [ Emai
[+] LR | [ RealTine Search

For Organizations:

A

F[a[E[E[E]®

W (39%) Zeus,10.

(28%) dridex,1
W (15%) Foreign,.
W (6%) dofoil, 10.
W (5%) Fareit,10.
™ (3%) RansomiL
™ (3%) Andromec
W (2%) Plimrost,.

i~ at] Total

031012017

Page 1 of1[Go | Totak &

Dashboards:

[, Add Reports

0 10:0




