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Introduction

PKI authentication is the methodology used to verify the identity of a user by checking the validity of the
certificate bound to that user. It is an alternative to traditional password based authentication. The
traditional method is based on “what you know” — the password, while PKI authentication is based on
“what you have” — the private key related to the certificate. A common weakness of traditional
password based authentication is the vulnerability to password guessing or brute force attack. PKI
authentication is more resilient to this type of attack hence provides a stronger authentication
mechanism in this sense.

In cryptography, a PKl is an arrangement that binds public keys with respective user identities by means
of a certificate authority (CA). PKI authentication relies on two factors:

1. Thetree of trust. If a CA is trusted, then all the certificates issued by this CA or any intermediate
CA trusted by this CA are trusted (Certificate Revocation List (CRL) or Online Certificate Status
Protocol (OCSP) is used to handle revoked certificates and not covered in this document)

2. Public key encryption algorithm. The data encrypted by public key can only be decrypted by
private key. This is the basis for asymmetric data encryption. Similarly the data encrypted by
private key can be decrypted by the public key. This is usually used for digital signature. The
private key is only available to a specific individual, while its related public key is embedded in
the certificate signed by a CA. Before communication starts, two parties exchange certificates
and verify if the certificate is issued by a trusted CA, if the claimed identity matches the one in
the certificate, if the certificate has expired and if the certificate type/usage matches the
intended usage in the certificate. Since the certificate is freely available, digital signature is used
to verify that the request did come from the party who owns the certificate.

The architecture of PKI authentication on FortiMail is described in the diagram below:
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Generally speaking, there are six steps to enable PKI authentication on FortiMail as following:

Create user certificates and Import into browser

Import the CA certificate on FortiMail

Create domain and local users on FortiMail server

Create PKIl user

Create incoming policy and enable PKI authentication for webmail access
Enable PKI authentication on CLI on FortiMail

o vk whe

Step 1: Generate the required certificates
This step has two objectives:

e Obtain the CA certificate in base64 encoding (DER encoding is not supported in FortiMail version
4.0 GA and MR1).
e Generate end user certificates that meet the following two requirement:
A. Email address in CN field (or Alternative Subject Name) that will be used as the login ID
B. The type of certificate should be accepted by the browsers for client authentication. Usually
TLS or SSL web client certificate or certificate without any type at all will work for most
browsers. FortiMail doesn’t check the type of certificate, so this check is enforced by the
browser on client side.

The certificate can be generated with Microsoft Windows Certificate Service, OpenSSL or any other
third-party CA, as long as it meets the requirements set above. Usually the certificate sign request (CSR)
is generated on the end user PC so that the private key doesn’t have to be exported/imported.
Alternatively, a CSR can be generated by administrator on behalf of all end users. Then the private key
and the signed certificate have to be exported by administrator and transmitted to end users who then
import into their browsers. All the user certificates and related private keys (usually in PKCS12 format)
have to be delivered to end users and stored securely. If someone else obtains the private key and
certificate, he/she can impersonate that person and gain unauthorized access. If more than one
browsers are used, the PKCS12 file needs to be imported into all the browsers separately because
different browsers don’t share the certificate store.

For instructions on how to generate certificate on Windows Certificate Service 2003, please refer to
Appendix A.

Step 2: Import the CA certificate on FortiMail

To make FortiMail trust a CA, you must import the CA certificate obtained in step 1 into FortiMail by
going to System > Certificate > CA certificate.
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Step 3: Create local domain and users

If the FortiMail unit is deployed in gateway mode or transparent mode, email users whose email is
guarantined on FortiMail are created automatically. And the email users can only access the Bulk folder
which contains the quarantined spam in their web mail.

If the FortiMail unit is deployed in server mode, you must manually create local email users. The email
users can access all the folders available on the server. Besides, in FortiMail version 4.0.4 and later
releases, only local users (server mode) are supported for PKI authentication. External LDAP users are
not supported for PKI authentication.

Step 4: Create PKI users

For webmail PKI authentication, PKI user is a template used to specify how FortiMail validates a
certificate. The administrator needs to select the CA of which the certificate was imported in step 2. If a
field is left empty, it means FortiMail won’t check this field. So if the administrator doesn’t specify the
CA, FortiMail will accept the certificates issued by any CA, which is a security hole. An internal or
external attacker could set up a private CA and create a certificate for any email address he/she wants
to attack and then gain unauthorized access into the mailbox with the certificate signed by his/her own
CA.

To create a PKI user:

1. On the FortiMail web Ul, select User > User > PKI User, and then click New.
2. Give the PKI user a name, say “foobar.com”.
3. Select a domain in the drop-down list.

4. Remember to leave the subject field empty. Because the subject field of each individual user is
different, we need to leave this field in the PKI user empty to match all the user certificates. Later
on, the subject can be configured to restrict access to a subset of users, for example ou=IT.



FortiMail can also retrieve a certificate stored in LDAP directory. For simplicity, this document doesn’t

FortiMail 100
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Step 5: Configure policies to enable PKI authentication

Click Policy > Recipient Policy, check “Enable PKI authentication for web mail spam access” and select
the PKI user template created in step 4. Click “ok” to confirm the change. There is another setting called
“Certificate validation is mandatory” that may be enabled based on users’ specific requirement. If this
setting is not enabled, the system can fall back to traditional password based authentication if
certificate-based authentication doesn’t succeed. If this setting is enabled, users have to provide a valid
certificate to gain access to web mail.
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Step 6: Enable PKI authentication globally on CLI
The last, but not the least, is to enable PKI authentication globally on CLI. The setting configured in step
5 is domain specific and won’t work until PKI authentication is enabled globally.

In the FortiMail CLI console, type the following command:
config system global

set pki-mode enable
end

After this, when end users try to access the web mail, they should be prompted for certificates. If users
are not prompted, it may be because the FortiMail HHTP server has not loaded the new settings yet. You
can use the CLI command “exec reload” to manually enforce reload of the configuration.

Step 7: Test PKI authentication
To test whether PKI authentication works, end users type the URL of the webmail on their browsers. The
end users should be prompted for certificate confirmation like below:
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Confirm Certificate

Confirm this certificate by clicking QK. If this is not the correct certificate,
click Cancel.

[—==g| John Doe
| Issuer: myca

%] Valid Frorm: 7/3/2010 to 7/4/2012
| LR

iClick here to view certificate prope...;

| ok || cencel |

If the end user clicks OK, the user will be able to log on to the web mail as below:
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Appendix: Generate User Certificates with MS CA

This section describes how to use MS Certificate Service 2003 to generate user certificates that can be
used for PKI authentication on FortiMail. The default certificate template coming with MS 2003 CA
doesn’t work. A customized template has to be created. Because Windows 2003 server standard doesn’t

support the customization of certificate template, so Windows Server 2003 Enterprise edition is

required.

1.
2.

3.

Install MS CA with web enrollment on Windows 2003 Enterprise Server.
On Windows 2003 server, run MMC and add “Certificate Template” and “Certificate
Authority” snap-ins.

Tﬂl admin - [Console Root',Certificate Templates]

% Flle Action Yiew Favorites  Window  Help

e | OE BR 2E

[:l Console ook Template Display Mame  # | IMiniruri Supported CAs Wersion | autoentall
@ Certificates - Current User LM sdministrator Windows 2000 4.1 Mot allowe:
@3 Certification Autharity (Local) Gauthenticated Session windows 2000 3.1 Mot allowe
QR FCertificate Templates Gleasic EF3 Windaowes 2000 31 Mot allove
CA Exchange wWindaows Server 2003, En...  106.0 Mot allowe

CEP Encrvpkion Windows 2000 4.1 Mot allowe

Code Sigring wWindaws 2000 31 Mot allowe

Select “Certificate Templates” and right click “User” in the right pane. Then select “Duplicate
Template”.



7[5 Certification Autharity (Localy
----- {2 Certificate Templates

1 Computer Windows 2000 5.1 Mot allowed
ross Certification Authority ‘Windaws Server 2003, En...  105.0 Mot allowed
irectory Email Replication Windows Server 2003, En.., 1150 Allowed
omain Controller windows 2000 4.1 Mot allowed
omain Controller Authentication Windows Server 2003, En...  110.0 Allowed
EFS Fecovery Agent Windaws 2000 6.1 Mot allowed
nrolment Agent ‘Windows 2000 4.1 Mok allowed
nrallment Agent (Computer) Windows 2000 5.1 Mot allowed
4Exchange Enrollment Agent {(OFfline request)  Windows 2000 4.1 Mot allowed
wchange Signature Only ‘Windaws 2000 6.1 Mot allowed
wchange User Windows 2000 7.1 Mot allowed
q1PSec Windows 2000 8.1 Mot allowed
P3ec (Offline request) ‘Windaws 2000 71 Mot allowed
ey Fecovery Agent ‘Windows Server 2003, En.., 1050 Allowed
AS and 1435 Server ‘Windows Server 2003, En...  101.0 Allowed
oat Certification Autharity ‘Windaws 2000 5.1 Mot allowed
outer (OFfline request) ‘Windaws 2000 4.1 Mot allowed
martcard Logon Windows 2000 6.1 hot allowed
martcard User Windows 2000 11.1 Mot allowed
4 Subordinate Certification Authority ‘Windaws 2000 5.1 Mot allowed
estl ‘Windows Server 2003, En..,  100.4 Mok allowed
rust List Signing Windows 2000 31 Mot allowed
er Mot allowed
zer Signature Only e 4.1 Mot allowed
web Server Al Tasks » 4.1 Mot allowed
4 webrnail - . preo03En.. 1002 Mot allowed
Waorkstation Authentication Bt 2003, En... 101.0 Allowed
4vong er 2003, En,.. 1020 Mok allowed

Dupli

Properties

Help

4. Fill in the template name, validity period and renewal period according to your specific

requirement on the “General” tab.

lzzuance Requirements | Supergeded Templates I E stensions I S ecurity |
General | Request Handling I Subject Name

Template dizplay name:
Fortitd ail

Minimum Supported Caz: “wWindows Server 2003, Enterprize E dition

After you apply changas ta this tab, you can ho longer change the template
name.

Template name:
Fortibd ail

W alidity period: Benewal period:

I 5 Iyears 'I I 1| Iyears 'I

[V Publish certificate in Active Directary

[ Do not automatically reenvoll if & duplicate certificate exists in Active
Drirectory

5. On “Request handling” tab, select “signature and encryption” for Purpose.
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Properties of New Template x

lzzuance Requirements | Superzeded Templates I Extenzions I Securty
General Request Handling | Subject Name

Purpoge:

[~ Archive subject's encryption private key

¥ Include symmetric algorithms allawed by the subject

™| Delete revoked)on expired certificates [do ot anchive]

Minimum key size: |1D24 'l

v Allgw private key to be exported

Do the following when the subject is enrolled and when the private key
aszociated with this certificate is used:

& Eprall subject withaut requiting any Lzer input

€ Prompt the user during enrallment

Frompt the user during enrollment and require user input when the
private key is uzed

To chooge which cryptographic service providers CoPs |
[CSPz] should be uzed, click CSPs. =

QK | Cancel I Apply I
Select “Supply in the request” on the “Subject Name” tab because the default subject name
doesn’t work with FortiMail.

Properties of New Template EE

lzzuahce Requirements | Superseded Templates | Extensions | Security
General I Request Handling Subject Mame

Select this option to allow a variety of subject name formats or if you do
not have access to the domain of which the subject iz a member.
Autoenrollment iz not allmwed if you choose thiz option.

€ Build From this Active Directary information

Select thiz aptioh ta enforce consistency among subject names and to
simplify certificate adminiztration.

Subject name farmat:
I Maone j

™| Include e-mail name insubiest name

Inciude this information in alternate subject name:
I™| E-mailname

™| BHE riame

™| Wser, prinicipallname (UEH]

I™ | Senvice mrincimallname [SEN]

Enable “Enroll” permission for administrator on the “Security” tab
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Properties of New Template 7|:

General I Fequest Handling I Subject Mame
lzzuance Requirements I Superzeded Templatesl Extensionz  Security

QIDUD ar LUser names:

€7 Administratar (57 dministratar]

!ﬁ Authenticated Users

!ﬁ Diamain Adrning (50 omain Adning]

ﬁ Domain Ugerz [Sv0omain Users)

ﬁ E nterprize Admins [STSEnterprize Admins]

Permizsions far Administrator

Full Contral
Read
WTite
Enrall
Autoenroll

On the “Extensions” tab, make sure “Client Authentication” is enabled for “Application

Policies” (client authentication is enabled by default).

Properties of New Template 2| =

General I Request Handling I Subject Hame I
|zzuance Requirements I Superseded Templates  Extensions I Security

To modify an extenzion, select it, and then click Edit.

—|lszuance Policies
—|keyUsage

Degcrption of Application Policies:
Enciypting Flile Syztem ﬂ

S ma
ient Authentication

I
0K | Cancel I Apply |

9. On the “Superseded Templates” tab, select “User” template on which this new template is

based.
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Properties of New Template EHE

General I Request Handling | Subject Mame I
|zsuance Requirements  Superseded Templates | E stensions I S ecurity I

Certifizates issued by this template supersede certificates issued by all
templates added ta this list. Add only thoze templates whose certificates
allows tasks permitted by certificates iszued by this termplate.

LCertifizate templates:

Template Dizplay Mame tinimum Supported CAg

Add... | Remaove |

10. Leave other settings as default, and click “OK” to create the new template.
Then the Certificate Authority needs to be configured to issue certificate with the new
template just created.

11. Select “Certificate Authority” on MMC. Right click “Certificate Templates” under the root CA
and select “New > Certificate Template to Issue”.

':m admin - [Console Root"Certification Authority {Local),myca" Certificate Templates]

n& File  Ackion Wiew Favorites ‘Window Help
- AmEE| 2

[:l Console Root Mame | Intended Purpo:
@ Certificakes - Current User [ webmail Clint Authentic.
E@ Certification Authority (Local) vang Server Authenti

E‘"@ mica Directary Email Replication Directary Servic

Comain Controller Authentication Clignt Authentic.
EFS Recovery fgent File Recovery
Basic EFS Encrypting File =
@Domain Conkroller Cliznt Authentic.

Manage Server Authenti

Wigw 3
Mew Window Fram Here

ication Authority <Al
Microsaft Trust |

Mew Taskpad Wiew...

Refresh
Export Lisk. ..

Help

12. Select the new template just created from the list and click OK.
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Ml Enable Certificate Templates [ 2] =]

Select one or more Certificate Templates to enable on this Certification Authority

Mame | Intended Purpoze | ;I
Enrallment Agent [Computer] Certificate Request Agent
B3] Exchange Errolment Agent (Offline request]  Certificate Fequest Agent

wchange Signature Only Secure Email
Secure Email

Client Authenticati
IP zecurity IKE intermediate

- Email, Encrypting Fils 5

IPSec [Offine request] IP zecurity IKE intermediate
i K.ey Recovery Agent Kev Recovery Agent
A5 and 145 Server Client Authentication, Server Authentication
Fouter [Offline request] Client Authentication
ol Srnarteard | anon Cliert & thenticatinn Smart Card | aooes LI

oK I Cancel |

Now the administrator need to use web enroll to create certificates for all the users as
following:

13. Type http://your _ip_of ms ca server/certsrv/ and login in as administrator

This document assumes all certificates are requested by administrator on behalf of end
users.

"*Microsoft Certificate Services - Windows Internet Explorer

@.\ y - |g http:ff172.20,140, 139/ certsry]

File Edit View Favorites Tools Help

b (& Microsoft Certificate Services | |

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other progr:
communicate with over the Web, sign and encrypt messages, and, depending upon the type

You can also use this Web site to download a certificate authority (CA) certificate, certificate
pending request.

For more information about Certificate Services, see Certificate Services Documentation.

Select atask:
Request a cerificate
Wiew the status of a pending certificate request
Dowinload a CA certificate, cerificate chain, or CRL

14. Click the last option “Download CA certificate”, and then select “Base64” for CA certificate
encoding. Click “Download CA certificate” and save the CA certificate.

14


http://your_ip_of_ms_ca_server/certsrv/�

Z?'Microsoﬂ: Certificate Services - Windows Internet Explorer

@\‘-‘/ - |g http:f172.20,140. 139/ certsrvfcertcarc, asp

File Edit Yiew Favorites Tools Help

{‘.? i (& Microsoft Certificate Services | |

Microsoft Certifica

Download a CA Certificate, Certificate Chain, or CRL

To trust cerificates issued from this certification authority, install this CA certificate chain.

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding

CA certificate:

Encoding method:

T DER

Download CA certificate
Dowinload CA cerificate chain
Dowinload latest base CRL
Daownload latest delta CRL

15. Click Back button of the browser to return to the welcome page of certsrv as shown in step
13. Click “Request a certificate”, click “Advanced certificate request”, then click “Create and
Submit a request to this CA”.

Microsoft Certific:

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of

reate and submit & request to this CA

Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file,

Request a certificate for a smart card on behalf of another user by using the smart.
Maote: You must have an enrollment agent certificate to submit a request on behalf of another user.

16. Select the new template created previously and fill in the information for subject. Please
note that only the name field is required and it needs to match the email account set up on
FortiMail. FortiMail will use the email address either in Name (Common Name) or
Alternative Subject Name field as the login ID. Alternative Subject Name is not supported by
default in MS CA 2003. For simplicity, we used Name field in this document. The full name of
this user can be added as the optional “friendly name”.

15



Certificate Template:

Identifying Information For Offline Template:

W= el foobar, -

E-Mail: |user1@foohar.u:om

Company: |Elig MName

Department: IIT

City: IOttawa
State: ION

Country/Region: ICA

Key Options:

& Create new key set  © Use existing key set

CSP: |Microsnﬂ Enhanced Cryptographic Provider v1.0 j

Key Usage: & Exchange
Key Size: Imzq h’:"‘;?cf1;g§: (common key sizes: 1024 2048 4096 5192 16394 )
& Automatic key container name  © User specified key container name

¥ Mark keys as exportable
[~ Expart keys to file

17. Then click “Submit” to submit the certificate request.

”

18. If CAis configured to issue the certificate automatically, you will see “Install the certificate
link on the web page soon after the certificate request submission. Click this link to load

your certificate into your certificate store.

Microsoft Certificate Servi

Certificate Issued

The certificate you requested was issued to you.

Install this certificate

Microsoft Certificate Sewices - myca

Certificate Installed

Your new certificate has been successfully installed.

19. On your browser (IE 7 in this document), select Tools > Internet Options > Content >

Certificates.
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Internet Options HE

Generall Security | Privacy Contenk IConnections | Programsl Advanced |

Content Advisor

Q“l Ratings help you control the Intermet content thak can be
wiewed on this computer,

Enable... Sethings

Certificates
LUse certificates For encrypted connections and identification.

Clear 551 state Certificates Publishers I

AutoComplete

AutoComplete stores previous entries Settings |

on webpages and suggests matches
For wou.

Feeds

Feeds provide updated content From Settings |
&l

websites that can be read in Internet
Explorer and other programs,

20. Select the certificate we just created in the list and click “Export” to export it to a file so that
end user can import into their browser.

ICertificates KHE

Intended purpase: I Al LI

Personal | Other People I Intermediate Certification Authorities I Trusted Rook CertiFicatiorLI_’I

Issued Ta | Issued B | Expirati. .. | Friendly Mamne I AI
Els@sy.ca myca Fizfzo11 <Mane >
Elbjia FECIAROOT 10/30/2009  <Mone>
lelS?.sy.ca myca 6/14)2011 <Mone x>
Efmits myca 6{14/2011  <None>
Elfmi1aa.sy.ca myca 6/14/2011 <Mone
ElFoo Bar myca 6152011 <Mone
=308 smith myca 615/2011  <MNonex
myca Fi3fz01z <Mone >

-

Impart... |®ort.w Remove ﬂdvanced...l

Certificate intended purposes

Client Authentication, Secure Email, Encrypting File System

= |
21. On the certificate export wizard, please remember to export the private key together with
the certificate:

Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected, IF you wank ko export the private key with the
certificate, you must type a password on a later page,

Do you wank to export the private key with the certificate?

i Nes, export the private keyi

"~ Mo, do nok export the private key

22. Configure password to protect the private key and certificate.

17



Certificate Export Wizard

Password
Ta maintain security, wou musk protect the private key by using a passwaord.

Type and confirm a password.

Password:

Confirm password:

23. Name the PPCS file, say userl@foobar.com in this document, and click “Finish” to export

the certificate and private key.

Now the user certificate should be transported to end user securely. End user needs to
import the certificate/private key into their browser.

24. End user open their browser ( IE 8 in this example), select Tools > Internet Options > Content
Certificates.

Internekt Options x

General | Security I Privacy Content IConnections | Programs I Advanced I

Conkent Advisor

QI Ratings help wou control the Intermet content that can be
viewed on this computer,

Enable. .. Sethings

Certificates
Use certificates For encrypted connections and identification.

Clear 35L skate Publishers |

AutoComplete

?; AutoComplete stores previous entries Setkings |

o, on webpages and suggests matches
Far you.

Feeds

— | Feeds provide updated content Frarm Settings |

wibsites that can be read in Internet
Explorer and other programs,

25. Click “Import” on “Personal” tab. Then select userl@foorbar.com.pfx, supply the same

ey

password as configured by administrator when exporting this certificate/private key and
import the certificate into “Personal” certificate store.

18


mailto:user1@foobar.com�
mailto:user1@foorbar.com.pfx�

Y =
K earch cert
@uvl b Libraries » Documents » yong b certs b v|4'vf|| Search certs 2

- 0 @

B=:

Organize « Mew folder

Documents library

[ Favorites -
. Arrange by:  Folder =

BE Desktop certs
% Downloads Mame ’ Date modified Type
=l Recent Places
1 .. ping 7/3/201010:03 PM File folde
B Libraries 1 E foobar 6/15/201011:24 AM  Personal
@ Documents E joesmith 6/15/2010 415 PM Personal
J’ Music E johndee 7/3/201010:23 PM Personal
EI Pictures | E userl @foobar.com 70472010 12:28 AM Personal
H videos — (% webmail-1@sy.ca 7/3/201010:38 PM  Personal

*& Homegroup

18 Computer sl <0 n | C
File name: userl @foobar.com Personal Information Exchargul/
||
[ Open |v] I Cancel ]

Certificate Import Wizard

Password

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[C]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Indude all extended properties.

Learn more about protecting private keys

Now the certificate preparation is done. Next step is to configure FortiMail to enable PKI authentication
for web mail access. See detailed instructions in the early section of this document.
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