Importing Fortinet VSAs into Windows 2003 Server Fortinet Knowledge Center Article

This document consists of a series of screen shots that show how to import Fortinet RADIUS
Vendor-Specific Attributes (VSAS) into Windows 2003 server. This document also shows the
FortiGate configuration and shows the content of some example RADIUS packets.

1. Importing FortiGate VSAs into Windows 2003 Server

Step 1

"¢ Internet Authentication Service o ]

File Action Wiew Help

= | EE|XEE @]+ +

@3 Internaet Authentication Service (Local) Mame | Order |
-2 RADIUS Clients

{7 Remote Access Logging B eslarpz

%9 Remoke Access Palicies 58 Connections to Microsoft Routing and Remate ...
Connections ko other access servers

{:l Connection Request Pracessing

B R SV oY)
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Step 2

sslgrpl Properties

Settings |

Specify the conditions that connection requests must match.

Palicy conditions:

windows-Groups mak
The following groups are currently in this condition.

Groups:

M ame |

o [—

If contection requests match the conditions zpecified in thiz palicy, the
associated profile will be applied to the connection.

Edit Profile... |

Urless individual access permissions are specified in the user profile, this
policy controls access to the network,

If & connection request matches the specified conditions:

" Deny remote access permission
Add... Bemaove

% [Grant remote access permission

QK Cancel Apply | oK Cancel

Step 3
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Step 4

slg

rp2 Pr

operties

Seftings

Paolicy conditions:

Specify the conditions that connection requests must match.

sgd. | Edt. Fizmme

" Deny remote access pemmission

% Grant remaote access permission

If connection requests match the conditions specified in this policy, the
azzociated profile will be applied to the connechion.

Edit Prafile.... |

Unless individual access permizzions are specified in the uzer profile, thiz
palicy control: access to the network,

It & connection request matches the specified conditions:

=10] x|

I Crder I

2l x|

The following groups are currently in thiz condition.

Groups:

Name

I Bemove

ak. | Cancel

oK

| Cancel | Apply | I

Settings

Specify the conditions that connection requests must match,

Palicy conditions:

Add.

Edit... Bemowve

If connection requests match the conditions specified in this policy, the:
aszociated profile will be applied to the connection.

Edit Prec

Unless in
palicy col

If & canm
" Deny

* Grant

|

Multivalued Attribute Informal

Attribute name:

2l
Dialin Conshraints | IP | Muldlink. |
Authentication | Encryplion Advanced
Specify additional connection attributes to be retumed to the Remote
ACCESE SEIVEL
Altributes:
Marne | Yendor | Value
“endor-5 pecific RADIUS Standard  selgrp2, 172.16.87.88,

2]

‘Wendor-assigned attibute number:
i
Attribute format:

IString j

]
x

IVemdnr-Speclhc

Attribute nurmber:

Attribute value:
. Edit. Remc —
v¥endor-Specific Attribute In|

|25

Attribute format:

Attribute: name:

I\u"Endnl-S pecific

IDCtEtSlring

Attribute values:

Wendor | Value

Wendor code: 12356 sslgrp2
Wendor coder 12356 172168788
Wendor code: 12356 oot

Vendor code: 12356

Wendor code: 12356 warl

: |

Move Down |
Specify whether the attribute confarms to the RADIUS RFC specification far

Add | vendor specific attributes.
£ Yes. |t conforms.
Bemave |
i
Edt | Mo. It does not conform,

H

Specify network access server e
" Select from list: I j

Move Up @ Enter Yendar Code |12355

Configure Attribute:
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Step 6

-.‘: Active Directory Users and Computers

=10l x|

@ File  Action Wiew  Window  Help

JRETES]

o | Bam e XEE 2

@ Active Directary Users and Computer: | Users 37 objects

([ saved Queries Hame
El--@ solar,com € 11pass
-(Z1] Builtin 01
D Compukers pass

ﬂ 13pass

{&5] Domain Controllers o
D ForeignSecurityPrincipals ﬁ Adrministr stor

& lan €7 bluel

a sers €7 bluez

ﬁCert Publishers
ﬁ Cinsdmins

!ﬁ DnslpdateProxy
ﬂEDomain Adrmins
ﬁDomain Computers
ﬁDomain Controllers
!ﬁDomain Guesks
ﬂEDomain Users

!ﬁ Enterprise Admins

ﬁFiltered

Group Policy Creator Owne

% Guest

!ﬁ HelpServicesaroup
ﬁ herman leung

!ﬁ hero

€7 heral
4| | D g heroz

CeRvl et Properties 2

Rerote contral I Terminal Services Profile I CO+ I
General I Address I Account I Profile I Telephones I Organization I
Member O I Dial-in I E nwiranment I Seszions
kember of:
Mame Active Directory Folder
zslgrpl solar. com/Users
Users golar. comd/Builtin
Add. | Remove |
Primary group: Domain Users
o By Gy There is na need ta change Frimary aroup unless
_—HI wou have Macintosh clientz or POSE-compliant
applications.

Ok I Cancel Apply

Step 7

& Active Directory Users and Computers

=101 x|

<5 Fle  Action Wiew Window  Help

JRETE

R LB XE B R

@ Active Directory sers and Computer: | Users 37 objects

13 saved Queries e
E‘@ [5:°||arB' C_'ljt'_“ €8 Erterprise Admins
Hiin !ﬁFiltered

[Z] Computers )
@ Domain Controllers ﬂEGroup Policy Creator Owine

[Z1] ForeigniSecurityPrincipals € Guest

(] lan €7 HelpservicesGroup
{3 Users €7 herman leung
!ﬁhero

7 herot

€7 heroz

€ heros

RS wre

€ 1UsR_PDC

3 v _POC

£ Keith Li

€7 langpass

!ﬁRAS and 145 Servers
ﬂESchema Admins
ﬁsslgrpl

!ﬁsslgrpz
%SUPPORT_SBBQ‘}S&D
!ﬁTelnetClients

ﬂ test

1] | LI ﬁWINS Users
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(iR b0t properties 2 x|

Remate control | Terminal Services Praofila | COM+
General | Address | Aooount | Profile I Telephones I Organization
Member Of | Dialin I Enviranment I Sessiong

tdember of;

Domain Users solar.com/Users

Remote Desktop ... solar.com/Builtin
zzlgrp2 zolar.com/Jzers
Users solar.com./Builtin

Add... | Bemove |

PFrimary group: Domain Users
o B There iz no need ta change Primary group unlzss
——Hl you have Macintosh clients or POSIX-compliant
applications.

QK. I Cancel Apply
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2. FortiGate configuration

Step 1

Step 2
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Step 3
New User Group
MNarme |55Igrp1
Type |5SLWPH =l
Available Users/Groups Members
- Local Users - @ - Local Users -
forti - sers on RADIUS/LDAP TACACS+ servers -
- Users on RADIUS/LDAP,/TACACS+ servers - @
- PKI Users - - PEI Users -
w SSL-WPH User Group Options
¥ Enahble S5L-vFMN Tunnel Service
[ allaw Split Tunneling
Restrict tunnel IP range for this group |192.168.2.1 -[192.168.2.10

[ Enable Web Application
[~ HTTR/HTTPS Fraxy [~ Telnet{applet) [~ wmMC
I Fip [~ SMB/CIFS I~ ROP
" 55H

Host Check
[~ Check FartiClient & Installed and Running

[~ Check FartiClient Fu Installed and Running
[~ Check far Third Party &y Software
[ Check for Third Party Firewall Software
[ Require Wirtual Desktop Connection
[T Enable Cache Clean

[~ Bookmarks I_LI
Redirect URL |
Customize portal message for this group
sslgrpl ﬂ
i oK 3 7 cancel
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Step 4
MNew User Group
MNarne |55Igrp2
Type | 55L wPH =l
Syailable Users{Groups Members
- Local Users - @ - Local Users -
forti - LUsers an RADIUS/LDAR/TACACSY servers -
- Users on RADIUS/LDAP/TACACS+ servers - @ ﬁ*
- PEI Users - - PEI Users -
w SSL-WPH User Group Options
¥ Enable SSL-WPH Tunnel Service
™ allow Split Tunneling
Restrict tunnel IP range for this group |192.168.2.11 -|192.168.2.20
[” Enable Web spplicatian
[~ HTTR/HTTPS Proxy [T Telnet{applet) [T WwMC
[~ FTP [T SMB/CIFS [~ ROP
[~ s5H
Host Check
[~ Check FortiClient & Installed and Running
[~ Check FortiClient F\W Installed and Running
[T Check for Third Party & Software
[T Check for Third Party Firewall Software
[~ Reguire Wirtual Desktop Connection
[T Enable Cache Clean
[T Bookmarks I_L[
Redirect URL |
Customize portal message for this group
szlgrp ;I
[ -
3 0K 3 ¢ cancel
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3. Example RADIUS packets
BEsgae A xwERQewoF e |36 Qaal @M EX
b -

Ma - ‘ Time ‘ Source | Destination | Protocol ‘ Info
1 0.000 1 1 ACCess-Request (1) (id=T
= ) C

3 2.266981 RAEEE =15

4 2.267355 .16.87. .16.87. RADIUS Accounting-Responsets) (id=154, 1=20)

5 6.005558 172.16.87.86 172.16.87.88 TCR 8000 > 10434 [PSH, ACK] Seg=0 Ack=0 Win=64895 Len=288 TSv=8804446 TSER=96954667
6 6.005720 172.16.87.88 172.16.87.86 TCP 10434 > 8000 [ACK] Seq=0 Ack=288 win=15226 Len=0 TSV=96358336 TSER=880444G

7 6.629358 172.16.87.88 172.16.87.86 RADIUS Accounting-Request(4) (1 55, 1=93)

8 6.6/20833 172.16.87.86 172.16.87.88 RADIUS Accounting-Responseds) ¢ 55, 1=20)

9 13. 028018 172.16.87.88 172.16.87.86 RADIUS Accass-Request(l) (id=156, 1=166)
10 15.284459 172.16.87.86 172.16.87.88 RADIUS Access-Accept(2) (1d=156, 1=260)
11 15.287778 172.16.87.88 172.16.87.86 RADIUS Accounting-Request(4) (1
12 15.288103 172.16.87.86 172.16.87.88 RADIUS Accounting-Responses) 1
13 18.279907 172.16.87.88 172.16.87.86 RADIUS Accounting-Request(4) (1 .
14 18. 280354 172.16.87.86 172.16.87.88 RADIUS Accounting-Response(5) (id=158, 1=20)
15 21.022723 172.16.87.86 172.16.87.88 TCP 8000 > 10434 [PsH, ACK] Seg=288 Ack=0 win=648%5 Len=328 T5w=8B804397 TSER=36253336
16 21.022911 172.16.87.88 172.16.87.86 TCR 10434 > BO00 [ACK] Seq=0 Ack=616 win=15226 Len=0 TSw=96559838 TSER=8804597

Frame 2 (302 bytes on wire, 302 bytes captured)
Ethernet II, src: vmware_ab:fe:3a (00:0c:29:abh:fe:3a), Dst: 00:00:00_00:00:01 (00:00:00:00:00:01)
Internet Protocol, Src: 172.16.87.86 (172.16.87.86), Dst: 172.16.87.88 (172.16.87.88)
User Datagram Protocol, Src Port: radius (1812), Dst Port: 3304 (3304)
rRadius Protocol
Code: access-accept (2)
Packet ddentifier: 0x98 (153)
Length: 280
Authenticator ; ABE3A 4 F2LIOCERRZAE
2 Value Pairs

endor-specific(26) v=Fortinet, Inc.(12356)
nknown-attribute(l): 73736C67
vendor-specitic(26) v=Fortinet, Inc.(12356)
hknown-Attribute(2): AC105758

H 2 endor-specific(26) v=Fortinet, Inc.(12356)
H vsA: 1=6 t=Unknown-Attribute(3): 726F6F74

1 t=vendor-specific(26) v=Fortinet, Inc.(12356)

nknown-Attribute(4):
=vendor-specific(26) v=Fortinet, Inc.(12356)
nknown-Attributefs): 77616E31
Tass(25): S2070SE7O0000L370001LACI37CS601C80CI34ECDESBAQ00C. ..
endor-specific(26) v=mMicrosoft(311)
wvendor-specific(26) v=microsoft(311)
endor-specific(2e) v=Microsoft(311)
t=vendor-specific(ze) v=microsoft(311)

0 H BB B
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3. Example RADIUS packets (continued)
&

BEoae A xwE QesoF L BE QQafl @&

Mo - ‘Tima ‘ Source |Destir\at\nn
1 0.000000 172.16.87.88 172.16.87.86 RADIUS Access—Request(l) (1d=153, 1
2 2.257300 172.16.87.86 172.16.87.88 RADIUS Accass-Accept(2) (id=153,
3 2.266081 172.16.87.88 172.16.87.86 RADIUS Accounting-Request(4l (id .
4 2.267355 172.16.87.86 172.16.87.88 RADIUS Accounting-Response(s) (id=154, 1=20)
5 6.005558 172.16.87.86 172.16.87.88 TCP 8000 > 10434 [PsH, ACK] Seg=0 Ack=0 win=64805 Len=283 Tsv=8804446 TSER=96334667
6 6.005720 172.16.87.88 172.16.87.86 TCR 10434 > 8000 [ACK] Seq=0 Ack=288 Win=15226 Len=0 TS5V=96058336 TSER=8804446
7 6. 172.16.87.88 172.16.587.86 RADIUS Accounting-Request(4) (i . 1=83)
8 A. 172.16.87.86 172.16.87.88 RADIUS Accounting-Response(s) ¢ 55, 1=200
G 1 ]
1 A

i
12 15. 172.16.87.86 172.16.87.88 RADIUS Accounting-Response(s) (i 57, 1=200

13 18. 172.16.87.88 172.16.87.86 RADIUS Accounting-Regquest(4) (i 58, 1=93)

14 18. 172.16.87.86 172.16.87.88 RADIUS Accounting-Response(5) (id=158, 1=20)

15 21. 172.16.87.86 172.16.87.88 TCP 8000 > 10434 [PsH, ACK] Seg=288 Ack=0 win=64835 Len=328 Tsw=8B804307 TSER=06253336
16 21.022911 172.16.87.88 172.16.87.86 TCR 10434 > BO0OD [ACK] Seq=0 Ack=616 Win=15226 Len=0 T5WV=96559838 TSER=8B04597

[ Frame 10 (302 hytes on wire, 302 bytes captured)
= Ethernet II, src: vmware_ab:fe:3a (00:0c:29:ab:fe:3a), Dpst: 00:00:00_00:00:01 (00:00:00:00:00:01)
= Internet Protocol, src: 172.16.87.86 (172.16.87.86), Dst: 172.16.87.88 (172.16.87.88)
[ User Datagram Protocol, Src Port: radius (1812), DsT Port: 3304 (3304)
= radius Protocal
Code: access-accept (2)
Packet ddentifier: 0x9c (1956)
Length: 2&0
Authenticator: BEZDELBDF14E672FEA3CE3I4G7ESF4E3C

ih FIIrs
= AV 5 endor-specific(26) v=Fortinet, In 123560
H vsA o =ATTributacl; [<Tal)

2 endor-specific(26) v=Fortinet, Inc.(12356)
nknown-Attribute2): AC105758

=12 t=vendor-specific(26) v=Fortinet, Inc.(12356)
1=6 t=Unknown-Attribute(3): 726F&F74
t=vendor-specific(26) v=Fortinet, Inc.(12356)
1=2 t=Unknown-Attributef4):

= avP: 1=12 t=vendor-specific(26) v=Fortinet, Inc.(12356)
nknown-Attributefs): 77616E31

Tass(25): S2DBOSEBQO000L37000LACLIZ7CS601CEOCI34ECDESEAQ00C. ..
=vendor-specific(26) v=microsoft(311)
vendor-specific(26) v=microsoft(311)
endor-specific(26) v=Microsoft(311)
t=vendor-specific(26) v=Microsoft(311)

[n}
z
A
3
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