Securing LDAP communications between a FortiGate and Windows Server
March 15, 2006.

FortiGate v2.80 MR11
Windows Server 2003 SP1

The FortiGate can perform VPN or Firewall authentication using a LDAP server. If the LDAP server is a
Windows 2003 Active Directory server, it may be possible to create an IPSec tunnel between the FortiGate and the
Windows Server in order to secure the LDAP binding requests and replies.

This article is based on the following Microsoft information:
http://support.microsoft.com/default.aspx?scid=kb;en-us;816514

Note: This article describes a method of creating an IPSec tunnel between a Windows 2003 Server and a
FortiGate. This information is currently being supplied as is, without the guarantee that this configuration will
work in all instances. Fortinet has not verified and tested IPSec compatability between Windows OS and FortiGate
devices. No technical support will be provided for this type of configuration.

Configuration:

In the configuration shown below, the Windows Server is on a separate FortiGate interface, but it could have been
on the Internal interface, alongside the clients. In this example, the client will be authenticated on the FortiGate
firewall in order to obtain access to the Internet.

Internet

/ 172.31.225.61/24
Wanl
Windows . Windows
XP FortiGate 2003
client Server
Internal DMZ
10.103.1.2/24 10.103.1.61/24 172.31.226.61/24 172.31.226.31/24

FortiGate:

Interface \ Zone | DNS | Modem

(_greate New )

MHame IP Metrnask ACCess Status
internal 10.103.1 .61 255.255.255.0 HTTPS,PING,SSH, TELKET O Bring Down &
wanl 172,31.225.61 255.255.255.0 HTTPS,PING,3SH, TELMET O Bring Down L;;
wanz 192.168.101.99 255.255.255.0 PING O Bring Down P
dmz 172.31.226.61 255.255.255.0 HTTPS,PING,S5H, TELMET O Bring Down \E

modem (4]

WEB CONFIG

Static Route

l System
I £ IF Mask Gateway Device Distance
% 0.0.0.4 0.0.04 172,31.225,254 wanl 10 [

Specify host addresses for the Windows Server (win2k3) and FortiGate interface (fgt-dmz-ip).

Address \ Group

!—S;s_tem

Mame Address
M all 0.0.0.0/0.0.0.0 &
i winzk3 tratie &
[agdress ] fatdme-ip 172,31,226.61 o
-5 internal-network 10.103.1.0/255.255.255.0 QZ


http://support.microsoft.com/default.aspx?scid=kb

The DH Group can’t be set to 5.
WEB CONFIG

Phase 1 \I Phase 2 \I Manual Key j Concentrator \I Ping Generator j Monitor

Edit ¥PN Gateway

Gateway Name |p1
Remote Gateway | Static IP address j
IP Address lm
Made Aggressive & Main (ID protection)
authentication Method Im
Pre-shared Key I*******************************

Peer Options

g Accept any peer ID
l Antiirus

{®XAUTH, Mat Traversal, DPD)

! Wb hlter P1 Proposal
! pam Filter 1 -EncryptionlBDES vI .&uthenticationlSHﬂl v| 0]
§ LogaReport DH Group 10 2F SO

keylife |28EIDE| (120-172800 seconds)
Local ID I (optional)

Xauth @ Disable © Enable as Client " Enable as Server
Mat-traversal I Enable

Keepalive Frequency |5 (0-900 seconds)

Dead Peer Detection [~ Enable

4 OK J C Cancel J

WEB CONFIG - o
Phase 1 j Phase 2 \‘] Manual Key j Concentrator \I Ping Generator j Monitor

Edit ¥PN Tunnel

Tunnel Name Joz
Remote Gateway |p1 ﬂ 2|

Concentrator I YI

P2 Proposal 1—Encrypti0n:|3DES vIAuthenticatiun: SHa1 =| [®

" Enable replay detection
I Enable perfect farward secrecy(PFS).
DHGroup 1% 2¢€ 5
Keylife: |Sec0nd5 j {1800 (Seconds) W (KBytes)

Autokey Keep Alive [T grable

8 Spam Filter Internet browsing I MNone v|

l Anti-virus

i Web Filter )

! Log&Report
Quick Mode Identities & g selectors from palicy

' Use wildcard selectars

e Specify a selector
4 OK J Cancel )




WEE CONFIG

Policy
! System
’ Router ; Edit Policy
Source
Interface/Zone IW,
Address Mame Ifgt—dmz—ip j
Destination
Interface/Zone drmz -
Address Name | win2k3 j
schedule I always j
Service I.&NY j
Action | ENCRYPT ~|
¥PN Tunnel [p2 =]
M allow inbound ™ Inbound maT
, SVED FINER M allow outbound I outhound MAT
! Spam Filter
I protection Profile | 50/ict =

’ Log&Report

[ Log Traffic

m {Traffic Shaping, Differentiated Services)
G oK ) ___cancel

LDAP server configuration.

WEB CONFIG

, System
N ot _create New )
= MName Server Name/IP Port Common Mame Identifier Distinguished Name
’ Fireveall win2k3 172.31,226.31 383 cn OU=support,DC=winzk3-vm1,DC=com o

Adding the LDAP server to a group.

WEB CONFIG

User Group

’ System
Y Router (_Greate New )
- Group Marne Mernhbers Protection Profile
’ Firewall [Ton winzk3 urfittered [of



Specifying the LDAP group as an Authentication method for internal users accessing the Internet.
WEB CONFIG

Policy
! System
! P Edit Policy
Source
Interface/Zone IW,
Address Name |interna|—network |
Destination
Interface/Zone Iwanl vI
Address Name |a|l j
Schedule |a|ways |
Service |ﬁNY |
Action | ACCEPT =]
’ T M nat I bynamic 1P Poal
- I Fixed Port
§ wen Fitter
L ) I” protection Profile | 5trict =
§ LovaReport
[ Log Traffic

{authentication, Traffic Shaping, Differentiated Services)

M puthentication
Ay ailable Groups: allowed:

Idap-group
@
€

- -

-

I Traffic Shaping Guaranteed Bandwidth ID (KBytes/s)
Maximum Bandwidth ID (KBytes/s)
Traffic Priority I High vl

Internal -> wanl policies are for Internet browsing with Authentication. The Internal->dmz policy is the IPSec
tunnel to the Windows Server.

WEB CONFIG

g System

CCE  —Scdtehev )
ID  Source Dest Schedule Service Action Enable

M w internal -> wani {2)

3 internal-netwaork all always DNS ACCEPT v i =B
i internal-network all always AR ACCEPT I i) I;Z +
w internal -= dmz {1)
5 fot-dmz-ip win2k3 always ANY ENCRYPT 2 WL = =

The following was also configured via the CLI, in order to properly support a host (i.e. 255.255.255.255) selector
in the Firewall Policy:

config system global
set ipsec-host-selector enable
end



Windows Server 2003 IPSec Configuration:

One IP Security Policy will be created, and it will contain two active IP Security Rules. An [P Security Rule
consists of:

- an IP Filter List

- aFilter Action

- an Authentication Method

- a Tunnel Endpoint

- aConnection Type.

The first rule will specify the FortiGate to Windows Server tunnel and traffic flow, and the second rule will specify
the reverse direction. Do not use the “Wizard” nor the “Mirror” options. Everything must be configured manually.
The first rule creation will be described step-by-step. The second (opposite) rule must be created with the exact
same steps as the first one, but with source and destination information reversed. The second rule creation will not
be described step-by-step — only summary snapshots will be displayed.

Use the Microsoft Management Console to configure the IPSec policies.

‘i ipsec - [Console Root\IP Security Policies on Local Computer]

B,f_ﬁ] File Action Wiew Fawaorites  Window  Help
= ORI DR @ A

(L] Consale Fioot
E.g IP Security Monitor
- QMI-WINZKS
{10 Active Policy
{1 Main Made
= Cuick Mode

Security Policies on Local _ompucer

Create IP Security Policy. ..

Manage IF filber lists and flber actions. ..

All Tasks »

Wigw »
Mew Window From Here

Mew Taskpad view. ..

Refresh
E:xpork Lisk. ..

Help

IP Security Policy Wizard 1 2x

r Welcome to the IP Security Policy
a Wizard
R

Thiz wizard helps you create an [P Security policy. vou will
specify the level of security to use when communicating with
specific computers or groups of computers (zubnets), and for
particular |P traffic types.

To continue, click Mext.

< Back Cancel




IP Security Policy Wizard = [

IP Security Policy Name o
Mame thiz IP Security policy and provide a brief description
i

Mame:
figt-win2k3-tunnel

Description;

< Back I Mext = I Cancel

Do not activate the default response rule.

IP Security Policy Wizard 3 2=l

- 71 -
Requests for Secure Communication
Specify how thiz policy responds to requests for secure communication,
L

The default responze rule responds to remote computers that request security, when no
ather rule applies. To communicate zecurely, the computer must respond to requests for
$ECUNE Commnization.

[ #ctivate the default response rule. :

¢ Back I Mext » I Cancel

Edit the properties.

IP Security Policy Wizard 3 2=

Completing the IP Security Policy
Wizard

You have successfully completed specifying the properties
for your new [P Security policy.

To edit your IP Security palicy now, select the Edit properties
check box, and then click Finizh.

To close thiz wizard, click Finish.

L ——
¢ Back ‘ Finizh D Cancel

v




Do not use the Wizard.

fgt-winZk3-tunnel Properties

Fules | General I

Securty rules for communicating with other computers

2l x|

1P Security rles:

IP Filter List | Filter Action | Authentication... | Tu

O <Dynamic Default Response Kerberoz

l

pgd. | Edt. | Bemowe

<N

o]

Cancel |

Configure the IKE (Phasel) settings.

fgt-winZk 3-tunnel Properties

2]

Description:

LCheck, for policy changes every:

I1 80 minute(z]

ange uzing additional zettings:

Settings...

0k, I Cancel

Apply




Key Exchange Settings 1 2]

[~ Master key perfect forward secrecy [PFSE

Authenticate and generate a new key after eveny:

480

minukes

Authenticate and generate a new key after eveny:

IEI seszionz]

Protect identities with IKE security methods:

Internet k.ey Exchange (IKE] for Windows <P and the Windows Server
2003 Family.

Jointly developed by Microzoft and Cisco Spstems, Inc.

ak I Cancel |

Delete all proposals except for the one that was configured on the FortiGate IPSec Phasel. In this example, keep
the 3DES/SHA1L ‘method’.

Key Exchange Security Methods H llil
] Pratect identities during authentication with these security

e methods.

Security method preference aorder;

Type Ercryption Integrit

IKE JDE SHAT

L

flove up |
1| | _bl fl e dowr |

ok I Cancel |

Verify the correct DH setting. The “High (2048)” setting corresponds to Group 14, which is not supported by the
FortiGate. Use Group 2 instead.
21x]

Integrity algorithrm:

Encrypption algorithm:
|3DES

Ditfie-Hellman group:
| Medium (2) 4|

Ok I Cancel




Configure the first Phase2 tunnel rule. Don’t use the Wizard.
fgt-win2k3-tunnel Properties 3 2=l

G eneral I

Securty rules for communicating with other computers

1P Security rles:

IF Filker List | Fiter &uction | Buthentication.. | Tu
O <Dynamic Default Response Kerberos <N
o — |

<.&gd...\ Edt. | Bemove |

/
QK. I Cancel |

TS——

Add a Filter action which will encrypt all traffic between the FortiGate and the Windows Server.

New Rule Properties ) 2 x|

Authentication Methods I Tunnel Setting I Caonnection Type

IP Filter List | Filter Action
= The selected IP filter list specifies which netwark traffic will be
il affected by thiz rule.
IF Filter Lists:
tame D escription |
0 AlNCMP Traffic Matches all ICKMP pac
O P Traffic Matches all IP packets from this ..

Add... Edt. |  Hemove |

ak. I Cancel | Apply




Don’t use the Wizard.

Il 1P Filter Lisk =

A P filker lizt iz compozed of multiple filters. n thiz way, multiple subnetsz, [P
addrezzes and protocolz can be combined into one 1P filker.

—_
=L
=
=

!

2

Hame:

fat-ta-winzk.3

Description:

IP Filters:

=] Edit.. |

Bemove

Mirru:uredl Dezcription | Protocol

| Source Part \-I—Beshﬁﬁﬁ

o]

i

Cancel |

4

Source is the FortiGate (host address) and the Destination is the Windows Server. Do not enable “Mirrored”

IP Filter Properties )

Addiesses I Protacol | Description |

Jd

 Source address:
cific |P Addreszs

/

lF'Address:l 172 . 31 . 226 . 61
Subret mask. | Zhh . 255 . 75h . 28%
i Destination address:;
My IP &ddress =l

\

[~ Mimored. Match packets with the exact opposite source and destinati
[Es3ES.

o]

Cancel




Protocol must be ANY. As per Microsoft, Protocol or Port specific tunnels are not supported.
IP Filter Properties

IP Filter Properties




An overview of the IP Filter for this rule.

Il IP Filter List
A |P filker list iz compogzed of multiple f_ilters. In this Way, multiple subnets, [P

—
i:: addresses and protocols can be combined into one [P filter,
Mame:
fgt-tommin2k3
Description: Add..
= Edit .
LI Bemove |
IP Filters: [~ Use Add 'wizard
Mirrored Descngtlon F'rotoco Source Port Destlnatlon Port | Source DNS Name Sournce Address Source Mask Destlnatlon DNS .. Destlnatlon Address Destlnatlon Mazk

ag I Cancel |
7

—

Select the IP Filter rule button and define the Filter Action (i.e. Encryption and Authentication proposals)

New Rule Properties el |

Authentication Methods | Tunnel Setting I Connection Type
I Filter List | ier Action

The zelected IP filker list zpecifies which netwark. traffic will be

%ir
i: affected by this rule.
IP Filter Lists:
t arne | Description
Matches all ICMP packets betw. ..

O AllICMP Traffic

| Edit... | Remove |

Cloze I [Eancel | Apply

Add..




Don’t use the Wizard. Create a new Filter Action (i.e. proposal).

Authentication kethods | Tunnel Setting I Connection Type I
IF Filter List Filker Action

The zelected filker action specifies whether thiz ule negaotiates
for zecure network traffic, and how it will secure the traffic.

Filter Actions:

Mame | Dezcription |
O Permit Permit unzecured |P packets to
{2 Fequest Securty [Optional) Accepts ungecured communicat...
O Require Security Accepts unsecured communicat...

21|

Security Methods | Generall

" Pemit

Security method preference order:

Type | AHlrtegity | ESP Confidential . | ES

Edit...

Bemove

flove Lp

L

1 | _'I fiowe down

[~ Accept unsecured communication, but always respond using IPSec
[ Allow unsecured communication with non-IPS ec-aware computers

= Use session key perfect fonward secrecy [PES)

()% I Cancel Apply




“Integrity and encryption” defaults to 3DES/SHAL.

Security Method |

%" dntegrity and encryptiort

[rata will be encropted and verified az authentic and
unmodified.

 |ntegrity orly

[Data will be verified as authentic and unmodified, but will not be
encrypted.

" Custom

Settings,. |

( Ok I) Cancel |

v

SHA-3DES Properties E 21 x|

Security Methad

" Pemit
" Block

Securty method preference arder:

Type | AHlrtegity | ESP Confidential.. | ES Add.
Enciypti... <Monex ADES SH

Edit...

Remove

ioye up

e

1| | _yl bl e o

[T Aceept unsecured communication, but always respond Lsing IPSec
[ Allow unsecured communication with non-IPS ec-aware computers

[ Use session key perfect forward secrecy [PFS)

(] I Cancel Apply




SHA-3DES Properties 2=

Security Methods  General |

Specify a name ahd detailed description for the filter action.

Dezcription:

=
Cancel | Lpply |

Select the newly created Filter Action for this rule.

Edit Rule Properties ] ﬂﬂ

Tunnel Setting | Connection Type |

Authentication Methods I
Filter Action

IP Filter List

The zelected filter action specifies whether this rule negotiates
for zecure network, traffic, and how it will secure the traffic.

Filter Actions:
M ame | D ezcription |
O Permit Permit unsecured IP packets to
O Request Security [Dptional] Accepts unzecured communicat. .

{3} Blequire Secriby Arcents ynssnired cormmunicat

sgd. | Edt. | Bemove | [ Useaddwisad

QK I Cancel | Apply




Remove Kerberos and configure the pre-shared key authentication method.

Filker Action

=R = St I
Authentication Methods | Tunnel 5 etting I Connection Type

Authentication methods specify how trust iz established
between computers. These authentication methads are
offered and accepted when negatiating zecurity with anather
compuker.

)

=l

Authentication method preference order;

b ethod | Detailz Add...

F.erberoz

Edit...

Bemove D

b ove up

tove down

hi gt

Cloze I [Eancel | Apply |
New Rule Properties 7| x|

IP* Fiker List | Filter Action |
Authentication Methods | Tunnel Setting I Connection Type

e

Authentication methads specifu how tust iz established

between computers. Thesze authentication methods are

=) = offered and accepted when negotiating secunty with another
conmputer.

Authentication method preference order:
Methad | Details |

Edit...

Bemove

flae Lp

EIE

f e dotwn

Cloze I [Eanee Apply




The string entered here, must match the Preshared Key configured on the FortiGate Phasel.

New Authentication Method Properties 1 7| x|

Authentication Methad |

The authentication method specifies how trust iz establizhed
ClaC]] between the computers.

i oy

€ Active Directony default [Kerberos %5 protocol]

" |ze a certificate from this certification authority [CA]:

I Brawse,.. |

™| Ezclude the C& name from the certifizate reguest

™| Enable certifizate to account mapping

£ Use this sting [preshared key):

pazaword |

=l
k. I Cancel |

The tunnel endpoint is the Windows Server, for this rule.

Edit Rule Properties x|

IP* Filker List | Filter Action |

Authentication Methods | Connection Type

The tunnel endpaint iz the tunneling computer clozest to the
I[P traffic: destination, as specified by the aszaciated P filter
lizt. It takes bwo rules to describe an IPSec tunnel,

[

i~ Thiz rule does not gpecify an IPSec tunnel,

% The tunnel endpoint iz specified by this [P addiess:
142 . 31 226 . N

k. I Cancel Spply




Edit Rule Properties ) 21x|

IP Filker List | Filter Action |
Authentication kMethods I Tunnel Setting Connection Type

oy Thiz rule only applies to netwaork, traffic over connections of
o the selected type.

i il pebwark connections

£~ Local area network [LAN]

' Remate access

—

q k. P Cancel Apply

The FortiGate to Windows server tunnel rule has been configured. The same must now be done for the
opposite direction.
fgt-win2k3-tunnel Properties _ ed Bt

Rules | General I

@@ Security rules for communicating with other computers

i

IP Security rules:

| IP Filter List | Filter Action | Authentication. .. | Tunnel End
fgt-to-win2k3  SHA-3DES Freshared Kep  172.31.226.
O <Dynamics Defaulk Besponse  Kerberos <Moner

4 | |
@. Edit... I Eiermove | ,

k. | Cancel | Apply |




The same previous steps must be followed to create a reverse tunnel rule. Below are only displayed the

summary snapshots.
Authentication Methods | Tunnel Setting I Connection Type I
I Filter List | Filter Action
= The selected [P filker list specifies which netwark, traffic will be
e i affected by this rule.

IP Filker Lists:
I ame | D' ezcription |
O AICHMP Traffic batches all ICMP packets betw. ..
O All 1P Traffic katches all IP packets from this ..

O fg-to-win2k3

sgd. | Edi. | Bemove |

k. I Cancel | Lpply |

A P filter lizt iz compozed of multiple filkerz, In thiz way, multiple subnets, |P

—
i—' addresses and pratocols can be combined into ane P filker.

!

Hame:
winZk3-to-figt

Description: Add...
= Ed.. |
[~ Use ddd Wizard

IP Filters:
Mirrared Descrlgtlon Protoco Source Port Deshnatlon Part Source DNS Mame Source Address Source Mask Destination DNS M... Destlnatu:un Address Dlestination Mask

1 | ]
ok I Carnicel |
A




Source is now the Windows Server, and the Destination is the FortiGate. Don’t select Mirror.

Addresses | F'rn:ntu:n::n:-ll Descriptianl

~ Source address;

- Lestination address:
I.-‘-‘-. gpecific [P Address j

IF'au:Id_ress:I 172 . 31 . 226 . Bl
Subnet mask: | 255 . 255 _ 255 _ 25§

[T Mirared. Match packets with the exact opposite source and destination
addresses.

ak I Cancel |

Protocol must be ANY.

IP Filter Properties 3 ilil

fddreszes  Protocal | Desu:riptiu:unl

Select a protocol wpe:

[T - |

4 =

= Set the [F pratocel port:
% Fraom anyport
£ From this port;

£ Tio any port
€ Tio thiz port:

k. I Cancel




IP Filter Properties i ilil

.ﬁ.ddressesl Protocol  Description |

Specify a name or brief dezcription for the [P filter.

Description;

El-i |-t|:|-f|:|t'i 1 ﬂ

] I Cancel |

Select the previously configured Filter Action “SHA-3DES”.

Edit Rule Properties ] i |

Authentication Methods I Tunnel Setting | Connection Type |
I Filter Lizt Filter Action

The zelected filker action zpecifies whether thiz rule negatiatesz
for zecure network traffic, and how it will zecure the taffic.

Filker Actions:

I arne | D ezcription |
O Permit Permit unzecured P packets ta ..
) Request Security [Optional] Aocepts unzecured communicat. .
) Fequire Security Accepts unzecured communicat. .

SHA-3DES

Remove | [T Use AddWizard

k. I Cancel | Spply

Im
=

add...




Remove Kerberos and configure a preshared key.
Edit Authentication Method Properties ' x|

Authentication Method |

The authentication method specifies how trust iz establizhed
= = between the computers.

" Active Directony default [Kerberos W5 pratocal]

" |ze a certificate from this certification authority [T

I Brawse,..

:

™| Ezclude the C& name from the certifizate request

[ Enatle certifizate bo account mapping

" illse this shing [preshared key):

paszword

0l

k. I Cancel |

I Filter List | Filter Action |
Authentication Methods | Tunnel Setting I Connection Type

Authentication methods specify how trust iz established

between computers. Theze authentication methods are

= = offered and accepted when negotiating security with anather
camputer.

Authentication method preference order;

b ethod Dretailz Add...

Prezhared key azsword

Edit...

Bemove

bove up

e down

il

k. I Cancel Lpply




The tunnel endpoint is now the FortiGate.

Edit Rule Properties i |

IP Filter List | Filter &ction |
Authentication Methods Tunnel Setting | Connection Type

The tunnel endpaint iz the tunneling computer clozest to the
IF traffic destination, as specified by the aszociated [P filter
lizt. It takes bwo ules to describe an IPSec tunnel,

I

™ This rule does naot specify an IPSec tunnel,

% iThe tunnel endpoint is specified by this [P address:
172 . 31 .226 . 61

k. I Cancel | Spply |

Edit Rule Properties 21x]

I Filter List | Filter Action |
Authentication Methods I Tunnel Setting Connection Type

oy Thiz rule only applies to network, traffic over connections of
e the selected type.

i il pebwork connections

" Local area network [LAN]

' Remote access

k. I Cancel Amply




The two IP Security rules have been configured and selected for the IP Security Policy. Do not select the
“<Dynamic> Default Response” one.

fgt-winZk3-tunnel Properties i 21

Rules | General I

mE  Security rules for communicating with other computers

1 oy

IP Security rules:

| IP Filter List I Filter Action I Authentication. .. | Tu
win2k 3-to-fgt SHA-IDES Freshared ey 17
Fat-to-wini2k3 SH&-3DES Preshared Fey
O <Dwnamic: Default Responze K.erberog <M

a4 | i
Add... | Edit... I Hemowve | ™ Use fdd Wizard

k. I Cancel | Aol |

Activate the IPSec policy by setting it to “Assign”

Fﬁ ipsec - [Console Root'IP Security Policies on Local Computer]

ﬁ] File  Action  Wew Favorites  Window  Help
= |anXFBE 2| Ba|N 2

[:l Console Rook

IP Security Monikar Figk-1y ELnne
IP Security Policies on Local Cormputer

All Tasks 3

Descripkion Falicy Assigned

Delete
Rename

Properties

Help




IPSec debugging:
On Windows Server perform the following registry modification, and view the C:\windows\debug\oakley.log file.

WARNING: The incorrect usage of the Windows Registry Editor can cause serious problems requiring the re-installation of your
operating system and possible loss of data. Use the Registry Editor at your own risk. Please ensure that you have a backup before
proceeding.

f.'.-" Reqgistry Editor ;Iglzl
File Edit Miew Favorites Help

l:l percz ;I Marme Tvpe | Daka

..... {7 perczhib -@-{-D&Eault} REG_SZ {ealus pab-sat)

-] PerfDisk l: [2¥)EnableLogging REG_[WORD 000000001 (1)

-] Perfiiet O] MLESFlags REG_DWWORD 000000000 ()

& Perfos
-] PerfProc
-2 FlugPlay
El l:l Policydgent

l l:l PptpMinipart
- Processor

l:l Protectedstorage
l:l PSched

10771 Pilink ILI
4] [» 1| |

|My ComputeriHKEY _LOCAL MACHIMEYSYSTEMY, CurrentControl3et) Services! PolicvAgent Cakley

| A

The mmc IP Security Monitor can also be used to view some basic information
Tﬂl ipsec - [Console Root' IP Security Monitor',Q-¥M1-WINZK3' Quick Mode' Statistics]

kﬁ] File Action Miew Fawarites  Window  Help

= | BmEEHE 2

|:| Console Root Parameters Statiskics
=B @ IP Security Monitor SH Active Security Associations 1]
=8 @l Q=Y L-WINZKS 5 Offloaded Security Associations ]
""" {1 Active Policy 2 Pending key Operations 0
=+ Main Mode 3 Key Additions 3
i il ceneric Filkers 3¢ Key Deletions 5
% ?E:,C::FIF ﬁlters 3 Rekeys 0
- Statis?:i::sles 2 Active Tunnels a
i l:| Security Associations A Bad 5PI Packets 0
El {23 Quick Made L Packets Mot Decrypred ]
{13 Generic Filkers %, Packets Mot Authenticated 0
{2 specific Filtkers 5 Packets With Replay Detection ]
{27 Megotiation Palicies A Confidential Bytes Sent 726
i3] Skatiskics 5 Confidential Bytes Received 1314
|2 Security Associations 2 Buthenticated Bytes Sent 954
g IP Security Policies on Local Computer 2 puthenticated Bytes Recsived 1752
- Transpoark Bvtes Sent 1]
b4 Transpork Bytes Received 0
L Bybes Sent In Tunnels 726
H, Byhes Received In Tunnels 2424
4 OFfloaded Bytes Sent ]
¥, Offloaded Bytes Received 1]




On the FortiGate, enable the following CLI commands:
diag deb en

diag deb appl

ike 2

The following can also be used:
diag vpn tun list
diag vpn gw list

Example debug log outputs:

Windows oakley.log:

3-14: 18:01:40:687:780 Receive: (get) SA = 0x00000000 from 172.31.226.61.500

3-14:
3-14:
3-14:
3-14:
3-14:
3-14:
3-14:
3-14:
3-14:
3-14:
3-14:
3-14:
3-14:
3-14:
3-14:
3-14:
3-14:
3-14:
3-14:
3-14:
3-14:
3-14:
3-14:
3-14:
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ISAKMP Header: (V1.0), len = 100
1-COOKIE afda38a347aaed8c
R-COOKIE 0000000000000000
exchange: Oakley Main Mode
flags: O
next payload: SA
message 1D: 00000000
Filter to match: Src 172.31.226.61 Dst 172.31.226.31
MM PolicyName: 3
MMPolicy dwFlags 2 SoftSAExpireTime 28800
MMOFfer[0] LifetimeSec 28800 QMLimit O DHGroup 2
MMOFfer[0] Encrypt: Triple DES CBC Hash: SHA
Auth[0]:PresharedKey KeylLen 16
Responding with new SA 40d0bb0
processing payload SA
Received Phase 1 Transform 1
Life type in Seconds
Life duration of 28800
Encryption Alg Triple DES CBC(5)
Hash Alg SHA(2)
Auth Method Preshared Key(1)
Oakley Group 2
Phase 1 SA accepted: transform=1
SA - Oakley proposal accepted
processing payload VENDOR ID
ClearFragList
constructing ISAKMP Header
constructing SA (I1SAKMP)
Constructing Vendor MS NT5 ISAKMPOAKLEY
Constructing Vendor FRAGMENTATION
Constructing Vendor draft-ietf-ipsec-nat-t-ike-02

Sending: SA = 0x040D0OBBO to 172.31.226.61:Type 2.500
ISAKMP Header: (V1.0), len = 148

1-COOKIE afda38a347aaed8c

R-COOKIE 0laled1c3b47d706

exchange: Oakley Main Mode

flags: O

next payload: SA

message 1D: 00000000
Ports S:f401 D:f401

Receive: (get) SA = 0x040d0Obb0 from 172.31.226.61.500
ISAKMP Header: (V1.0), len = 180
1-COOKIE afda38a347aaed8c
R-COOKIE 0laled1c3b47d706
exchange: Oakley Main Mode
flags: O
next payload: KE
message 1D: 00000000
processing payload KE
processing payload NONCE
ClearFragList
constructing ISAKMP Header
constructing KE
constructing NONCE (1SAKMP)
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SRCMask=255.255.255.255
3de21fac
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Sending: SA = 0x040D0OBBO to 172.31.226.61:Type 2.500
ISAKMP Header: (V1.0), len = 184

1-COOKIE afda38a347aaed8c

R-COOKIE 0laled1c3b47d706

exchange: Oakley Main Mode

flags: O

next payload: KE

message 1D: 00000000
Ports S:f401 D:f401

Receive: (get) SA = 0x040d0Obb0 from 172.31.226.61.500
ISAKMP Header: (V1.0), len = 92
1-COOKIE afda38a347aaed8c
R-COOKIE 0laled1c3b47d706
exchange: Oakley Main Mode
flags: 1 ( encrypted )
next payload: ID
message 1D: 00000000
processing payload ID
processing payload HASH
AUTH: Phase 1 authentication accepted
processing payload NOTIFY
Unknown Notify Message 24578
ClearFragList
constructing I1SAKMP Header
constructing 1D
MM ID Type 1
MM ID aclfe2lf
constructing HASH
MM established. SA: 040DOBBO

Sending: SA = 0x040D0BBO to 172.31.226.61:Type 2.500
ISAKMP Header: (V1.0), len = 68

1-COOKIE afda38a347aaed8c

R-COOKIE 0laled1c3b47d706

exchange: Oakley Main Mode

flags: 1 ( encrypted )

next payload: ID

message 1D: 00000000
Ports S:f401 D:f401

Receive: (get) SA = 0x040d0Obb0 from 172.31.226.61.500
ISAKMP Header: (V1.0), len = 148
1-COOKIE afda38a347aaed8c
R-COOKIE 0laled1c3b47d706
exchange: Oakley Quick Mode
flags: 1 ( encrypted )
next payload: HASH
message ID: be2aed4f
processing HASH (QM)
ClearFragList
processing payload NONCE
processing payload ID
processing payload ID
processing payload SA
Negotiated Proxy ID: Src 172.31.226.61.0 Dst 172.31.226.31.0
Checking Proposal 1: Proto= ESP(3), num trans=1 Next=0
Checking Transform # 1: ID=Triple DES CBC(3)
tunnel mode is Tunnel Mode(1)
SA life type in seconds
SA life duration 1800
HMAC algorithm is SHA(2)
Finding Responder Policy for SRC=172.31.226.61.0000 DST=172.31.226.31.0000,
, DSTMask=255.255.255_255, Prot=0 InTunnelEndpt 1fe2l1fac OutTunnelEndpt

QM PolicyName: SHA-3DES dwFlags 1

QMOffer[0] LifetimeKBytes 0 LifetimeSec O

QMOffer[0] dwFlags O dwPFSGroup O

Algo[0] Operation: ESP Algo: Triple DES CBC HMAC: SHA

Phase 2 SA accepted: proposal=1 transform=1

GetSpi: src = 172.31.226.61.0000, dst = 172.31.226.31.0000, proto = 00,

context = 00000000, srcMask = 255.255.255.255, destMask = 255.255.255.255, TunnelFilter 1



3-14: 18:01:40:843:780 Setting SPl1 3540032480

3-14: 18:01:40:843:780 constructing ISAKMP Header

3-14: 18:01:40:843:780 constructing HASH (null)

3-14: 18:01:40:843:780 constructing SA (IPSEC)

3-14: 18:01:40:843:780 constructing NONCE (IPSEC)

3-14: 18:01:40:859:780 constructing ID (proxy)

3-14: 18:01:40:859:780 constructing ID (proxy)

3-14: 18:01:40:859:780 constructing HASH (QM)

3-14: 18:01:40:859:780

3-14: 18:01:40:859:780 Sending: SA = 0x040DOBBO to 172.31.226.61:Type 2.500
3-14: 18:01:40:859:780 ISAKMP Header: (V1.0), len = 156

3-14: 18:01:40:859:780 I1-COOKIE afda38a347aaed8c

3-14: 18:01:40:859:780 R-COOKIE 0laled1c3b47d706

3-14: 18:01:40:859:780 exchange: Oakley Quick Mode

3-14: 18:01:40:859:780 flags: 3 ( encrypted commit )

3-14: 18:01:40:859:780 next payload: HASH

3-14: 18:01:40:859:780 message ID: belaed4f

3-14: 18:01:40:859:780 Ports S:f401 D:f401

3-14: 18:01:40:859:780

3-14: 18:01:40:859:780 Receive: (get) SA = 0x040d0Obb0 from 172.31.226.61.500
3-14: 18:01:40:859:780 I1SAKMP Header: (V1.0), len = 52

3-14: 18:01:40:859:780 1-COOKIE afda38a347aaed8c

3-14: 18:01:40:859:780 R-COOKIE 0laledlc3b47d706

3-14: 18:01:40:859:780 exchange: Oakley Quick Mode

3-14: 18:01:40:859:780 flags: 1 ( encrypted )

3-14: 18:01:40:859:780 next payload: HASH

3-14: 18:01:40:859:780 message ID: be2aed4f

3-14: 18:01:40:859:780 processing HASH (QM)

3-14: 18:01:40:859:780 ClearFraglList

3-14: 18:01:40:859:780 Adding QMs: src = 172.31.226.31.0000, dst = 172.31.226.61.0000, proto = 00,
context = 00000009, my tunnel = 172.31.226.31, peer tunnel = 172.31.226.61, SrcMask = 0.0.0.0,
DestMask = 0.0.0.0 Lifetime = 1800 LifetimeKBytes 100000 dwFlags 1 Direction 1 EncapType 1
3-14: 18:01:40:859:780 Algo[0] Operation: ESP Algo: Triple DES CBC HMAC: SHA
3-14: 18:01:40:859:780 Algo[0] MySpi: 3540032480 PeerSpi: 3894842112

3-14: 18:01:40:859:780 Encap Ports Src 500 Dst 500

3-14: 18:01:40:859:780 isadb_set_status sa:040DOBBO centry:000EBB40 status O
3-14: 18:01:40:859:780 Constructing Commit Notify

3-14: 18:01:40:859:780 constructing ISAKMP Header

3-14: 18:01:40:859:780 constructing HASH (null)

3-14: 18:01:40:859:780 constructing NOTIFY 16384

3-14: 18:01:40:859:780 constructing HASH (QM)

3-14: 18:01:40:859:780

3-14: 18:01:40:859:780 Sending: SA = 0x040DOBBO to 172.31.226.61:Type 4.500
3-14: 18:01:40:859:780 I1SAKMP Header: (V1.0), len = 76

3-14: 18:01:40:859:780 1-COOKIE afda38a347aaed8c

3-14: 18:01:40:859:780 R-COOKIE 0Olaledlc3b47d706

3-14: 18:01:40:859:780 exchange: Oakley Quick Mode

3-14: 18:01:40:859:780 flags: 3 ( encrypted commit )

3-14: 18:01:40:859:780 next payload: HASH

3-14: 18:01:40:859:780 message ID: be2aed4f

3-14: 18:01:40:859:780 Ports S:f401 D:f401

3-14: 18:02:32:156:780 CE Dead. sa:040DOBBO ce:000EBB40 status:35f0

FortiGate debug output:

Fortigate # diag deb en
Fortigate # diag deb appl ike 2

Fortigate # diag test auth ldap win2k3 userl passl

Get sa_connect message...172.31.226.61->172.31.226.31:500, natt_mode=0

Using new connection...natt_mode=0

Set connection name = pl.

Tunnel 172.31.226.61 ---> 172.31.226.31:500,natt_en=0 is starting negotiation
Initiator: main mode is sending 1lst message...

Sending VID payload....

Send IKE Packet(main_outll1):172.31.226.61:500(if4) -> 172.31.226.31:500, 1en=100
Initiator: sent 172.31.226.31 main mode message #1 (OK)



set retransmit: st=1, timeout=6.

Comes 172.31.226.31:500->172.31.226.61:500, ifindex=4, dmz, vf_id=0....
Exchange Mode = 2, I_COOKIE = OxAFDA38A347AAED8C, Len = 148
Received Payloads= SA VID VID VID
Initiator: main mode get 1st response...
parse all vendor ids...
- Private vendor id (20): 1E2B516905991C7D7C96FCBFB587E46100000004
- found fragmentation avoidance
- found NAT-T v2
Negotiate Result
Proposal_id = 1:
Protocol_id = ISAKMP:
trans_id = KEY_IKE.
encapsulation = IKE/none

type=0AKLEY_ENCRYPT_ALG, val=3DES_CBC.

type=0AKLEY_HASH_ALG, val=SHA.

type=AUTH_METHOD, val=PRESHARED_KEY.

type=0AKLEY_GROUP, val=1024.
Phasel lifetimes=28800
Negotiate Success.(No echo).
Initiator: sent 172.31.226.31 main mode message #2 (OK)

Send IKE Packet(STF_REPLY):172.31.226.61:500(if4) -> 172.31.226.31:500, len=180

set retransmit: st=1, timeout=6.

Comes 172.31.226.31:500->172.31.226.61:500, ifindex=4, dmz, vf _id=0....
Exchange Mode = 2, 1_COOKIE = OxAFDA38A347AAED8C, Len = 184

Received Payloads= KE NONCE

Initiator:main mode get 2nd response...

Sending initial contact

Responder: sent 172.31.226.31 main mode message #3 (0OK)

Send IKE Packet(STF_REPLY):172.31.226.61:500(if4) -> 172.31.226.31:500, len=92

set retransmit: st=1, timeout=6.

Comes 172.31.226.31:500->172.31.226.61:500, ifindex=4, dmz, vf_id=0....
Exchange Mode = 2, I_COOKIE = OxAFDA38A347AAED8C, Len = 68
Received Payloads= ID HASH
Initiator: main mode get 3rd response...
set gw: 0x80bd810, timeout=28800.
Initiator: parsed 172.31.226.31 main mode message #3 (DONE)
Initiator:quick mode: pfs is not enabled
Try to negotiate with 1800 life seconds.
Initiate an SA with selectors:
172.31.226.61->172.31.226.31
Send IKE Packet(quick outl1):172.31.226.61:500(if4) -> 172.31.226.31:500,
Initiator: sent 172.31.226.31 quick mode message #1 (0K)
set retransmit: st=2, timeout=6.

Comes 172.31.226.31:500->172.31.226.61:500, ifindex=4, dmz, vf_id=0....
Exchange Mode = 32, Message id = OxXBE2AE44F, Len = 156
Received Payloads= HASH SA NONCE ID ID
Initiator:quick mode get 1st response
Negotiate Result
Proposal_id = 1:
Protocol_id = IPSEC_ESP:
trans_id = ESP_3DES.
encapsulation = ENCAPSULATION_MODE_TUNNEL
type=AUTH_ALG, val=SHAl.
Using tunnel mode.
Negotiate Success.(No echo).
Initiator:Prepare to install sa.
Set sa life soft seconds=1750.
Set sa life hard seconds=1800.
dport = 500. Initializing sa OK.
Initiator: sent 172.31.226.31 quick mode message #2 (DONE)
expire: st=2, timeout=120.

len=148

Send IKE Packet(STF_REPLY):172.31.226.61:500(if4) -> 172.31.226.31:500, len=52



Comes 172.31.226.31:500->172.31.226.61:500, ifindex=4, dmz, vf_ id=0....
Exchange Mode = 32, Message id = OxBE2AE44F, Len = 76
Demux: Bad syntax, 1343, payload=8.

autheticate "userl”™ against "win2k3" succeeded!

Fortigate # diag vpn tun list
tunnel[5]:p2, gateway:172.31.226.31:500, hub=, option=0
eroute[2]:{[172.31.226.61]1}->{[172.31.226.31]}
channel[2]:172.31.226.61,natt=0,state=2,keepalive=0,0if=4
sa[4] :mtu=1434, cur_bytes=1050, timeout=1792
itdb[1] :mtu=1434, cur_bytes=264, cur_packets=4, spi=e8269300, replay=0
3DES=el174dac95674a36b611e55c5ead8e7e26fdc25caa29e772f
iv=0000000000000000
SHA1 _HMAC=2c7513c6fa9248a8a5a057cbb0Ocfcb251a06a2dc
otdb[1]:mtu=1434, cur_bytes=472, cur_packets=7, spi=d3009be0, replay=0
3DES=e18dae7ec0fbe8936a91ce6a9b6e2205F24aa239bd8648b5
iv=ffabb29decad735d
SHA1_HMAC=d32a95d097aae94b98d¥86939a5a7d161al1d91fb

Fortigate # diag vpn gw list
Fortigate # vike_count=1

gw:172.31.226.31:500/172.31.226.61(4), rekey time=28488, connected
cookies: afda38a347aaed8c/0laled1lc3b47d706

FortiGate CLI configuration file:

config system global
set ipsec-host-selector enable
end
config system interface
edit "internal”
set ip 10.103.1.61 255.255.255.0
set allowaccess ping https ssh telnet
next
edit "wanl"
set ip 172.31.225.61 255.255.255.0
set allowaccess ping https ssh telnet
next
edit "dmz"
set ip 172.31.226.61 255.255.255.0
set allowaccess ping https ssh telnet
next
end
config system console
set output more
end
exec enter root
config firewall address
edit "win2k3"
set subnet 172.31.226.31 255.255.255.255
next
edit "fgt-dmz-ip"”
set subnet 172.31.226.61 255.255.255.255
next
edit "internal-network"
set subnet 10.103.1.0 255.255.255.0
next
end
config user ldap
edit "win2k3"
set cnid "cn"
set dn ""OU=support,DC=win2k3-vml,DC=com"
set server "172.31.226.31"
next
end



config user group
edit "ldap-group™
set member "'win2k3"
set profile "unfiltered”
set types-in-group 4

next
end
config vpn ipsec phasel
edit "p1”
set dhgrp 2

set proposal 3des-shal
set remotegw 172.31.226.31
set psksecret password

next
end
config vpn ipsec phase2
edit "p2"
set dhgrp 2

set phaselname "'p1"
set proposal 3des-shal
next
end
config firewall policy
edit 3
set srcintf "internal”
set dstintf "wanl"
set srcaddr "internal-network"
set dstaddr "all"
set action accept
set schedule "always"
set service ""'DNS"
set nat enable
next
edit 1
set srcintf "internal”
set dstintf "wanl"
set srcaddr "internal-network"
set dstaddr "all"
set action accept
set schedule "always"
set service "ANY"
set nat enable
set groups ''ldap-group”
next
edit 5
set srcintf "internal”
set dstintf "dmz"
set srcaddr "fgt-dmz-ip"
set dstaddr "'win2k3"
set action encrypt
set schedule "always"
set service "ANY"
set inbound enable
set outbound enable
set vpntunnel "p2"
next
end
config router static
edit 1
set gateway 172.31.225.254
next
end

Windows Server IPSec overview configuration:

C:\Program Files\Support Tools>netsh ipsec static show all

Policy Name : fgt-win2k3-tunnel
Description - NONE
Store : Local Store <Q-VM1-WIN2K3>



Last Modified
GUID

Assigned

Polling Interval
MainMode LifeTime

15/March/2006 10:23:38
{F6806B8D-149C-4E3D-AF28-A193075A826A}
YES

180 minutes

480 minutes / 0 Quick Mode sessions

Master PFS - NO
Main Mode Security Method Order
Encryption Integrity DH Group
3DES SHA1 Medium(2)
No. of Rules -3

Rule Details

Rule 1D : 1, GUID = {62A8D558-831D-47B7-A730-BCB4D0OFB2125%}
Rule Name = NONE

Description - NONE

Last Modified : 14/March/2006 17:59:38

Activated : YES

Tunnel Dest IP Address : 172.31.226.61

Connection Type : ALL

Authentication Methods(1)

Preshared Key : password

FilterList Details

FilterList Name
Description
Store

Last Modified
GUID

No. of Filters
Filter(s)
Description
Mirrored

Source IP Address
Source Mask
Source DNS Name

Destination IP Address

Destination Mask

Destination DNS Name

Protocol
Source Port
Destination Port

FilterAction Details

FilterAction Name
Description

Store

Action

AllowUnsecure(Fal lback)

Inbound Passthrough
OMPFS
Last Modified
GUID
Security Methods
AH ESP

[NONE] [SHA1 , 3DES]

Rule 1D

Rule Name
Description
Last Modified

win2k3-to-fgt

NONE

Local Store <Q-VM1-WIN2K3>
10/March/2006 13:04:09
{8BCC6F59-B6BA-4895-BE82-6A64D0922C8E}
1

win2k3-ip-to-fgt-ip
NO

<My IP Address>
255.255.255.255

<My IP Address>
172.31.226.61
255.255.255.255

<A Specific IP Address>
ANY

ANY

ANY

SHA-3DES

NONE

Local Store <Q-VM1-WIN2K3>

NEGOTIATE SECURITY

NO

NO

NO

14/March/2006 17:59:22
{62AD8B57-D9FD-4BCE-95D3-86257A325B85}

Seconds

2, GUID = {BAD76C9A-AEC1-4A97-BBFD-A03523C616FE}
NONE

NONE

15/March/2006 10:23:38



Activated - YES
Tunnel Dest IP Address : 172.31.226.31
Connection Type : ALL

Authentication Methods(1)

Preshared Key : password

FilterList Details

FilterList Name
Description
Store

Last Modified
GUID

No. of Filters
Filter(s)
Description
Mirrored

Source IP Address
Source Mask

fgt-to-win2k3

NONE

Local Store <Q-VM1-WIN2K3>
10/March/2006 13:04:32
{B9B78CFB-399A-4C2C-8687-6FB1AD8539F1}
1

fgt-ip-to-win2k3-ip
NO

172.31.226.61
255.255.255.255

Source DNS Name
Destination IP Address
Destination Mask
Destination DNS Name

<A Specific IP Address>
<My IP Address>
255.255.255.255
<My IP Address>

Protocol ANY
Source Port ANY
Destination Port ANY
FilterAction Details
FilterAction Name : SHA-3DES
Description - NONE
Store : Local Store <Q-VM1-WIN2K3>
Action : NEGOTIATE SECURITY
AllowUnsecure(Fallback): NO
Inbound Passthrough - NO
QMPFS - NO
Last Modified : 14/March/2006 17:59:22
GUID - {62AD8B57-D9FD-4BCE-95D3-86257A325B85}
Security Methods

AH ESP Seconds kBytes
[NONE] [SHA1 , 3DES] 0 0
Rule 1D : 3, GUID = {CBC51CFF-9DD3-4785-BA7D-13E073B28E16}
Rule Name = NONE
Description - NONE
Last Modified = 09/March/2006 17:25:42
Activated - NO
Connection Type : ALL

Authentication Methods(1
KERBEROS
No FilterList exists in Default Response Rule

FilterAction Details

FilterAction Name = NONE
Description - NONE
Store : Local Store <Q-VM1-WIN2K3>
AllowUnsecure(Fallback): NO
Inbound Passthrough - NO
QMPFS - NO
Last Modified : 09/March/2006 17:25:42
GUID - {FAF5E737-5C78-46E6-9304-33ACCA14C35C}
Security Methods
AH ESP Seconds kBytes



[NONE] [SHAL , 3DES]

0 0
[NONE] [MD5 , 3DES] 0 0
[NONE] [SHAL1 , DES ] 0 0
[NONE] [MD5 , DES ] 0 0
[SHA1] [NONE , NONE] 0 0
[MD5 ] [NONE , NONE] 0 0
No. of policies o1

Stand Alone FilterAction(s)

FilterAction Name Request Security (Optional)

Description : Accepts unsecured communication, but requests clien...
Store : Local Store <Q-VM1-WIN2K3>
Action = NEGOTIATE SECURITY
AllowUnsecure(Fallback): YES
Inbound Passthrough : YES
QMPFS : NO
Last Modified : 01/March/2006 19:22:48
GUID : {72385233-70FA-11D1-864C-14A300000000}
Security Methods
AH ESP Seconds kBytes
[NONE] [SHA1 , 3DES] 900 100000
[NONE] [SHA1 , DES ] 900 100000
[SHA1] [NONE , NONE] 300 100000
[MD5 ] [NONE , NONE] 300 100000

FilterAction Name Permit

01/March/2006 19:22:48
{7238523B-70FA-11D1-864C-14A300000000}

Last Modified
GUID

Description : Permit unsecured IP packets to pass through.
Store : Local Store <Q-VM1-WIN2K3>

Action : PERMIT

AllowUnsecure(Fallback): NO

Inbound Passthrough - NO

FilterAction Name Require Security

Description Accepts unsecured communication, but always require...
Store Local Store <Q-VM1-WIN2K3>
Action NEGOTIATE SECURITY

AllowUnsecure(Fallback): NO

Inbound Passthrough NO
QMPES NO
Last Modified 09/March/2006 17:19:45
GUID {7238523F-70FA-11D1-864C-14A300000000}
Security Methods
AH ESP Seconds kBytes
[NONE] [SHA1 , 3DES] 0] 0]

No. of Standalone FilterActions 3

Stand Alone FilterList(s)

FilterList Name All ICMP Traffic

Description : Matches all ICMP packets between this computer and ...
Store : Local Store <Q-VM1-WIN2K3>

Last Modified : 09/March/2006 10:11:36

GUID = {72385235-70FA-11D1-864C-14A300000000}

No. of Filters 0

FilterList Name All IP Traffic

Description : Matches all IP packets from this computer to any ot...
Store : Local Store <Q-VM1-WIN2K3>

Last Modified : 09/March/2006 11:40:43

GUID = {7238523A-70FA-11D1-864C-14A300000000}



No. of Filters : 0

No. of Standalone FilterLists

2



